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1.1 REER

EXHEANEBT Google GKI, BT Linux-5.4 UNRBHRERZNARINBF, 5SIEIRIRED
#1T GKI %, UKRIES GKI FEMIAKLEF, XL AW A133 B3 F& A FHITNE.

1.2 EREE

AIEERFRERESHF Google GKI W& (Linux-5.4 UKNEHIRA) o

1.3 EHAAR

Linux #RIXHF R A Fo

1.4 RiBIT4A

ANiE TS

GKI Generic Kernel Image

KMI Kernel Module Interface

ACK Android Common Kernels

LTS Long Term Supported linux kernel
vendor SR E

kernel fragmentation PIIZEZFER 1L

GSI Generic System Image

WRAFRE © BseEREROERAE. RE—TNF 1
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2.1 f+4= GKI

GKI, Generic Kernel Image, W@ @ANZEG, NFELEEE—MBEAM kernel 1R
&, AILERRE SoC I BHIAREIZE Li5fT. GKI MEMEN T £—WizHiE, 1B SoC k&
IRIMAZBEEPRBER, FEEEBRIFN koo EERIR, Google GKI KR SoC | &1EH
89 android AZARES, FEMEEERNIZERNE, RIGMHLFFESH SoC RAEIRED
ko, REp{BBESHIZIEREFR. NIRFECHXALBEARBRHERR bug-fix, HAFRRE
linux mainline %723 #, B merge % google 7%,

Android 1
Framework <:,\> HAL Impm
A /\ S

I
I
I

KMI || Vendor
Modules

Generic N GKI Modules

Legend:
|:> Stable Interfaces Vendor Specific
_____ »
oo > Unstable Interfaces AOSP

Stable Kernel Module Interface (KMI)
(between Android Platform Releases)

2-1: GKI &%

LER— Android & &% GKI B9EZRE, MEHRILIEEI, Google =it KMI &0, A
F vendor modules #1 GKI BY&@flo JLNKBEIEAVEEMIOT :

e Generic Kernel: @BRZAE

e GKI Modules: BER#ZIER, 5 Generic Kernel —i24H5 GKI;
e KMI: GKI export £41&3R ko EARNIZEO;

e Vendor Modules: AT &IRE0, Eb0 sunxi iommu Xz,

WA © BSEERERHERAE. RE—TF 2
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2.2 At4AZERA GKI

FE—IKTE 2019 LUK ZAEIR Google Aiz& BRIEXE:

> Long Term Supported (LTS) (eg. 4.19.y)

' Lo J0 Jr 0 JL J
| | L

> AOSP Common Kernel (eg. android-4.19)

’ ! ! bl il

> Vendor Kernel

N \
LN | L }uu

OEM/Device Kernel

Merge |::> Cherry-Pick

2-2: AOSP common kernel M. EER

vV NV

Clone

X AW Android 10 BIF %79, android R#ZHD < &ZRINTF:

LTS linux-4.9 release
--> android-4.9
--> android-4.9-q(Android10 feature complete)
--> sunxi-dev linux-4.9-q
--> AW clinet linux-4.9-q

EXNIZREFR kernel fragmentation, WEIRAZAREER K, BAJLFSD Android
REWE—NEGRIRZARL, FERZNIEERE out-of-tree BURE CHBTELHF linux A%
# andorid AZZ4h) , BEFXLERBIRRE LTS 1, EREAKENT#TRESHEE, &
BENMAIMER NIRRT EEERNREY LD ZH0 bug-fix #T. RE2#T,

AT #RR kernel fragmentation, Google #H T #89 android Rz & EBER, WNTE:

WA © BSEERERHERAE. RE—TF 3
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Kernel . i

LTS 5.x Feature Android Release Kernel Android Release Androids  Android T
Selected Feature EOL EOL
12/9050 Complete (push to AOSP) Complete (push to AOSP) 2/2025 2/2026

. 41202? 8/2021 4/2022 8/2022 ‘

| 1 : : : +2 I :

| \ : i | years |

I | I 1 | I

> 5xLTS Continuous merges from LTS to all Android kernels > > >
| ] 1 |

1 | | 1

1 | | 1

I 1 1 1

| | | |

android12-5.x android12-5.x :
(frozen) - I

|

" (dev) (stab)

] | \
] | \
] | \
1 1 \
[ 1 \
[ 1 \

'

> > > android13-5.x >
(frozen)

android13-5.x
(dev)

1
]
|
I
1
I
1
I
I
I
1
]
1
1
1
I
I
I
I
1
1
1
I
1
1
I
I
I
I
1
1
1
I
I

2-3: AOSP common kernel HH&EBER

L HBIEEH#1T AW Android 11 + linux-5.4 AL A5, android RixH X EZBINT:

LTS linux kernel
--> android-mainline
--> androidl2-5.4(Linux-5.4 feature complete)
--> androidl1l-5.4(Androidl1l feature complete)
--> sunxi-dev. linux-5.4

--> AW clinet linux-5.4
] L] 7

XEFEIRIIPRRER:

e android-mainline: android NiZF & T 21FEM LTS merge #8T, H 7o Miad;

e android11-5.4: Android 11(R) SNHRZO X ;

e android12-5.x: Android 12(S) SRHRZD;

e android13-5.x: Android 13(T) S¥NMAIRZDZ;

o FRUITEFIMIREN T, BASEFTIBM desert-kernel 93, Ltb#0 android-4.9-o. android-
4.9-q &,

o {RU] AW %357 GKI, FF sunxi-dev linux-5.4 aJIAZAREZ#M android11-5.4 EFEF b
To

EHMER T3 GKI, FEILUER kernel fragmentation,
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2.3 GKI Roadmap

Gogole GKI 931 FE M N E&HEH |

e I. GKI #Z&M: Android 11(R) + linux-5.4 require GKI compatibility test.
e II. GKI =fafk: Android 12(S) + linux-5.x &2 5 require GKI kernel.

F—HEREEX SoC | EEY GKI #AMMIR, XBENIMMERELR, BIFRY GKI &
MNANARETETXNE; FZMEBREEKR SoC | BEEEMER Google =R GKI R

1=
Dlo

HLATEZME, BTRHENIFLMERIIM linux-5.4 715, MAKTEBN android Fmfll
RIZFALRT , Google SEEFA M.

Google X MERFR A GKIL1.0 #1 GKI2.0, FHAMXFITF:

£ GKI 1.0 &, M Android 11 f Linux-5.4 Boifig& 4 @Eid VTS #1 CTS-on-GSI +
GKI Mhid, GKI 1.0 BfrBfEL THRS,

F8 GKI &= mmizes, ##%E VTS 3¢ CTS H#E1TE3,
BRSNS Eii1NAZS AOSP B RZRFR.

ERZFEE Android FIZILER ¢ LAEIREIHEY Android MAEHLEMBEhEE.
AERIF Android FAF =8l

B ETFRENAHSZOAZDTE, EARIMEZER,

7£ GKI 2.0 A, fEF Android 12 #1 Linux-5.x (HE# 5.x 2 5.4 B F—hR4s, B7E 2020 &£
RAEE NKEAZE (LTS) MWR)/ Baiig& oAb GKI Nz, ERNEMREGEAIA, 3
@ LTS MmENEIREEFITEN. BN KMI RIF2ZHEHREMY, FrlERIREXLE
5| SMEMER BN EFRER, GKI 2.0 BIirE8EULTHS,

F3 GKI RfzE# = mAREt, FE5|NBEAIMERESINFE TR,
EEFUHFTREHEBSSAARENZREEERFNBIREERET,
BRRIRENEBRZMRAERBAA (F1d0, M v5x Bl vby) o

B ERBMBARIEERANZRAE, FTUASMEREWLF—1 GKI AR Z&HIXH.

7FE: Android 11 + Linux-5.4 BF GKI 1.0 fE&R, REEK GKI &, #H Android 12
+ 5.4 2it,

WRAFRE © BseEREROERAE. RE—TNF 5
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3.1 boot partition

Before GKI With GKI

| boot.img | Mostdrivers boot.img | Subsystems are built in,
kernel «— | are built-in kernel «— | most drivers are not
ramdisk.cpio.gz ramdisk.cpio.gz

finit finit \ <— GKI

T~

vendor-boot.img > Combined by bootloader
ramdisk.cpio.gz |

/lib/modules/*.ko =— Boot drivers

Kernel
A

system.img system.img > [ Jaose

l:l Vendor modified

vendor.im

g Non-boot
/vendor/nb/modu% onboot

3-1: gki boot partition ;REE

Userspace
J

LEER boot DXz GKI WEKIFR, XKEREHESEN, HPXERE!

e boot.img T boot.img + _véndor-boot.img, EHH boot.img FHHIZE GKI HEK +
ramdisk, vendor-boot.img PN ERZE B chINEHR vendor &R ko;

e BohidiEH, FE bootloader MELHEE boot.img F# vendor-boot.img A B 4
ramdisk;

e 5 GKI X[, Google iF# GSI, tHFtEEA system 54,

e vendorimg A UFEBAREZEEZRENMER ko, XMERUFIE—HFN,

bootloader A RFEE TR SH:

e boot header V3.0,

e DTB B7FEMAIEM boot.img 4% T vendor-boot;

o BEnhidiZH boot EENE boot.img # vendor-boot.img Y ramdisk FHMES, mMA
boot.img B9 ramdisk L&E=.

WA © BSEERERHERAE. RE—TF 6
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XEBHREH—T GKI F#EMEN:

GKI #ZZAMMIRAH, Google £t boot.img (&7 GKI %) , FiERNEGFHH
boot.img, FHIFZEHEZINBEE, NRVSIEEMRINBEN, vendor-boot FAIEIR ko BEIRFIN
HFIE1T, RATHEEESE, FHRKRER®T VIS 1 CTS-on-GSI + GKI ik, FrLlA T EE
SR, EMFEMIUAT=R:

e build: FEIAIER ko HIFIFBEER Google 4iF GKI HWIFERF—;
e bootloader: bootloader BEERINIMEHEE S ramdisk;
e device driver: RRIREHIBFEESIEL EHER.

3.2 bootloader X%

3.2.1 Android 10 5 Android 11 3kZF4ALALEMIEIT 4k

e dtb M boot.img Z%|T vendor boot.img A,

o fHIBXT second stage, recovery dtbo.

o HMET vendor ramdisk,

e boot.img &% boot_header, kernel, ramdisk, second stage, recovery dtbo, dtb &Y
6

B . A +

| boot header | 1 page

B R +

| kernel | n pages

T R +

| ramdisk | m pages

B L +

| second stage | o pages

e R +

| recovery dtbo/acpio | p pages
R +

| dtb | g pages

B +

n = (kernel size + page size - 1) / page size
m = (ramdisk size + page size - 1) / page size
0 = (second size + page size - 1) / page size
p = (recovery dtbo size + page size - 1) / page size
q = (dtb size + page size - 1) / page size

e Android 11 B, boot.img ZLT boot header, kernel, ramdisk Y%z,

| kernel | n pages

IR © HiB2EREROBIRAR. RE—INF 7
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(kernel size + page size - 1) / page size
(ramdisk size + page size - 1) / page size

e Android 11, #8017 vendor boot, FH&LZEH KO M7 vendor ramdiskz H, ven-
dor boot.img & vendor boot header, vendor ramdisk, dtb

R +
| vendor boot header | n page
B +
| vendor ramdisk | o pages
B +
| DTB | p pages
Fmmmmmmmmeemaemaaaaaaa +
= (2108 + page size - 1) / page size
= (vendor_ramdisk size + page size - 1) / page size
= (dtb _size + page size - 1) / page size

3.2.2 ramdisk }f#Z

e Android 11 A, ramdisk 72 A, —17 boot ramdisk, FME boot.img F—17H
vendor boot ramdisk 2t vendor boot.img

e 7£ bootloader BEIFEE S FHNH boot ramdisk, vendor boot ramdisk Fi#{TaIEH
%o

o ramdisk FAMZE cpio.lz4 &, ATLUHTEENEREHIE, BR bootloader FEFEM
ramdisk FRBEIANEZHHE, TEXNTTEE, BTNSHAZRBRENKK, RNBHEENE
ramdisk BIA,

3.3 IXTHRIRA &

Google GKI E3K SoC HREIKNEI—TF/LR:

o IR ko 1&;
o SHEREMEHE, BERIZHTE Google BRAMAZHIEIT,
o RIAARIEENEY, RN ERFINEX M, FMERRZRER;

RIR ko WA NMAEXEH T, BEIRBIBEBTT google iR, FTENEBRHALAFEEER
HUTS, ZETTRIFEER...

WRAFRE © BseEREROERAE. RE—TNF 8
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3.3.1 BINREhRR A S EIE

Linux-5.4 SRR ERRASEE, ETERLEFEHCHMASIER, RIFEBENER ver-

sion T,

3.3.2 AEMA sys_config

Linux-5.4 EEX2F|E sys config.fex, REXEEE—FRIE dts Ho

3.3.3 AIf#H MODULE L&

HIERERIFEN ko Bf, MODULE ZTEX true, built-in Bty false. FRIARILAER #ifdef
MODULE # #ifndef MODULE £i#417 ko # built-in FIX 43,

3.3.4 NMER #ifdef RAIMEERTITH

Linux-5.4 IRHXBBRAREEREH #ifdef & #if define K¥iHfF menuconfig BBERTITH, &
JER: #if IS ENABEED(),

EEaniE IR AAA RiIEH kos W EY CONFIG AAA=m, KRB FHAEER #ifdef CON-
FIG AAA ¥4, msifERE #if IS ENABLED(CONFIG AAA), FANA #ifdef ToiE¥IM
N ko MELE, 2SHFIMHTE,

FrLL, EIREpEEAH, FEN _E4iFRN KO BERGAER: #if IS ENABLED(), i built-in B9
HREILUER #ifdef, B2, N7 ERHZ, BINS—EH #if IS ENABLED().

3.3.5 AMERAME cmdline 8RO

BEIRIREHRIFN ko, WEHIBHFAREEFH early param setup setup param XZE3ZEOFR
Bt cmdline &%, FAEBEARFLHE, BEATINERN 0, XERNHBEERFTEM boot-
loader HIRENEE, BIIBZSEMIE dts H, H uboot F#f dts WS E, REEFRNH
BHIZEMN dts, IBRRATBARBET uboot MAZIREHAVIEHES, WARFE, 15K bootloader [E
ES 20N

3.3.6 RfEH OF DECLARE #0

WIRENLRIEN ko B, OF DECLARE #AEYF—1 =12/, Ll TIMER OF DECLARE,
CLK OF DECLARE. IRQCHIP DECLARE &R AFIEIRENH ko BHER,

WRAFRE © BseEREROERAE. RE—TNF 9
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google EFRHAVEERFIMNT, A MODULE ZTEXX5):

#ifdef MODULE
static int xxx_timer_probe(struct platform_device *pdev)
{
struct device_node *np = pdev->dev.of_node;
return xxx_timer_init(np);
}
static const struct of_device_id xxx_timer_match_table[] = {
{.compatible = "YOXXX xxx-timer" },
{}
b
MODULE_DEVICE_TABLE(of, xxx_timer_match_table);

static struct platform_driver xxx_timer_driver = {
.probe = Xxx_timer_probe,
_driver ={

.hame = "xxx-timer",

.of_match_table = xxx_timer_match_table,

)
module_platform_driver(xxx_timer_driver);

#else

TIMER_OF_DECLARE(xxx_timer, "XXXxxx-timer", xxx_timer_init);

#endif

3-2: of declare

3.3.7 AR debugfs &0

Android 11 R#43¥$TFF CONFIG:DEBUG FS, debugfs 2 O#MREEEE, I T HEHER
Z3k, ALA CONFIG DEBUG FS RENRIEHA,

3.3.8 ~fEH vfs read/vfs write/kernel read/kernel write %

M

5.4.43 RiZkA#B# T sdcardfs X&), & vfs read/vfs write/kernel read/kernel write
EOWBUHT exporty FIAEIRENIEIH, FaelAAX/ L MEOERIEXE TR,

3.3.9 &R ko MEIIEFARIFRW

BEIIEFIER ko MBKK, RBKEIER, FTUBMFRRBHIRFRIKBXRRE,
HIEFBEINERIZ, FERNERERIKG ARG RRIVRIREKHE

3.3.10 B2E Android ko & 5IFR

A133 B3 Y ko MEFIRXHRINTF:

[android/device/softwinner/ceres-b3/configs/vendor_ramdisk.modules

WRAFRE © BseEREROERAE. RE—TNF

10



@ LWIWER
g MXHEER: WE

QAEFEZXERIEM ko BRIR, FIRNERINFET ko MEIRF, HIMEZTIR ENERSTE
android FhHY frist init stage MERMEINEL, MRBEIDFLEABRINFIES, LLIMTE late-fs
FYERINEL, NIBILATE init.xxx.rc XHHEE,

3.4 GKI whitelist

3.4.1 whitelist N2

Google GKI HBEHEAPAAIEERFAE SoC REFRMAAFEENRE, EEEERZ SoC Kap
ko %EZBEETE GKI E£iB1T, HEADIE? ALk, Google ##H T —14 gki defconfig #1 GKI
whitelist, it SoC " BIRIEBEMFK, 1F gki defconfig FIZHINEIRECE, FHE whitelist
FIARINE 2 EEM symbol (K21, FIEMGRE), Google 218 gki defconfig A BN 224
#E GKI £%&H, #FH3§XM whitelist 3R symbol £&B export H3E, &R ko FH. F
BY, Google W&F|AX % whitelist RSN K4 KMI B9 ABI 12%E %, ABILAZEMR GKI &
PASCEN B9 it

L8R, Google 2B—RYA GKI whitelist, B3I K BB EIER T H S whitelist,
INERIXLE whitelist IERFATLUERHNBHFL, BEBHFRE T MRFTHE, FHITME
1EINE 289 whitelist, HRFEIERE google MZAZH,

IF arm64 Kix, XHEMMBERZEA abi gki aarch64 whitelist, I FRZINEBRT. B
fi Goole GKI [EEF A7, FH(TTUBIIXGBEZE/LFREMW, EH Google FiliRETFTS@&
db845c FFEF .M, BE{KAILLE abi gki aarch64 db845c whitelist, google 4% GKI A
%Et, SIEFRERZINEB R FRFTE whitelist 8 A—1%, FEBEHE export HK,

P ERRY whitelist #0F :

~/google/common/android$
abi_gki_aarch64

abi gki aarch64 cuttlefish
abi gki aarch64 db845c
abi gki aarch64 exynos
abi gki aarch64 galaxy
abi gki aarch64 goldfish
abi gki aarch64 hikey960
abi gki aarch64 oneplus
abi gki aarch64 oplus
abi gki aarch64 qcom

TTTTTTTTTT

— abi_gki_aarch64 unisoc

— abi gki_aarch64 vivo

— abi gki_aarch64 workarounds
L— abi gki_aarch64.xml

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 11
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3.4.2 export EOHMM IR

Google 7E4#i% GKI B#TH T CONFIG TRIM UNUSED KSYMS, XMERSTEHRIF GKI
FRIGBIXT export symbol #1TLL, FFEZAERRE export HFRBVIZEOLZ R T IE export, M
GKI whitelist N 2324 export, FiLEM K whitelist FEIEO, MEFIT—RAITH X iE
I, BMBEITHT, AFRZABARRE, BEEEER.

XA LR THK: FRIRELEN T4 A EXPORT SYMBOL, EXPORT SYMBOL GPL
BHXET, 7 GKI HB5HEEEH export HFK,

ERINABNFLAREFR, =M aosp HiXNabi gki whitelist XN ERFK(TH SDK B9 TE
%, REHTERZIIEFER,

[android-S/longan/kernel/linux-S.4/abiigkiiwhitelist )

Eb3nN7E android12 EXAMNXERFSRATIT:

commit dc9576a26ce610babal85565725b79521324522
Author: liyong <liyong@allwinnertech.com>
Date: Sun Apr 25 09:27:45 2021 +0800

K1l:sunxi:P2:gki:add abi gki whitelist

Built from aosp officiall branchyandroidl2-5.4
File copied from: _out/androidl12-5.4/common/abi_symbollist.raw

commit a5631d493c290fee4c2102804d71¢c21e304fdect
Author: Alexander Potapenko <glider@google.com>
Date: Thu Apr 15 17:48:38 2021 +0200

ANDROID: gki defconfig: temporarily disable KFENCE in GKI

Module Version: NULL
PMS TaskID: 43409

Change-Id: I1501a68210cf2e090da5e2c02adb839d8771d746

3.4.3 AW #&E1R whitelist KU E

ERRTER ko Zf5, AILFIA google IR T AR GKI 3¥NAY vmlinux XH&, 1illE SR
R ko FAREMZOREHETE GKI # export i3k, EFFLRNT,

e 1. #J01 extract symbols TE# GKI vmlinux;

TAM vmlinux FE U TEEE (HBAIUBTTH google RIBHmIFHEIRE, HFNEEE
1)
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192.168.200.10 » ShareForAll » huangshuosheng » GKI ¥ whitelist_detect 4-15

n EFR 1Ecr HEE it
extract_symbols 202074713 18:39 g
vmlinux 2020/4/15 19:42 v s
sunxi_iommu_whitelist 2020/4/15 16:45 g
gki_defconfig 2020/4/1519:45  >zf

3-3: gki whitelsit detect

Hrh, gki defconfig A%iF google GKI $RIG&EMB.config, FEIZER gki defconfig X
%, BEENERIF GKI i, &3¢ defonfig #HITEH, FRLUKALL.config k.

HIFEFEM. config B2 R out/androidl1-5.4/common/.config

o 2. R ko EIF—ERET, HiBfT extract symbols;

HiT78<: .Jextract symbels “Whitelist out.whitelist

Hrh out.whitelist AR X, AILBECH R, RKEFETRHEEXRNEREO, B GKI BEL ex-
port TX£e520, AT LIAARE,

THEMU sunxi iommu.ko #fll:

: ~,/c;k1/c c:c:q'Le$ 1s

) sunxi-iommu. vmlinux
~/qk1/qooqlp$
s:~/gki/google$ ./extract symbols --whitelist out.whitelist

ﬁymhol __dynamic_dev dbg required by sunxi-iommu. but not provided

ﬁymhol __dynamic_pr_debug required by sunxi-iommu. but not provided

iommu_device sysfs _add required by sunxi-iommu. but not provided
iommu_device sysfs remove required by sunxi-iommu. but not provided
iommu_group alloc required by sunxi-iommu. but not provided

iommu_group register notifier required by sunxi-iommu. but not provided

~/gki/google$ 1s
act symbols out.whitelist sunxi-iommu. vmlinux

3-4: gki whitelsit detect

A LLEEI google GKI ;&% export 4 sunxi-iommu.ko FrEEEMFFERZO, “not provided”
&R GKI &8 export HiziZ0, BE sunxi-iommu.ko EERAE, REENMRRAEZMEEE
ZRINEI gki whitelist #1, it google 4%i¥ GKI BYEX 4RO export Hk, HAKITHELE
ERE—ERERAXLEEO, EETEBMIL.
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Her  dynamic dev dbg #  dynamic pr debug I LLZBE, ERNFEITITHT CON-
FIG _DYNAMIC DEBUG, fi google GKI 24T, /54t GKI Mike, HITbEEXMZ
M, RAZEOEHE: mutex destroy %,

o 3. FIANZEORERIMAEI whitelist

%I google GKI &% export 4 B SERFAIFIZORN, B5XESE google GKI BEEHIFX
EIZ AT RZB9CES, NRE, BEATTUZFEEEMAN whitelist; MR EE, BIMRLEZER
HERiEN ko, MNREMEERHEN ko, MREEEEL google IBHEK, BHRIEEEE, AN
google X5 gki defconfig BRI R™1E, L& RE ABI I2E MR,

B] L@ google 4wi¥ GKI FRAEIRY.config, Bt LmEIREN gki defconfig, RHIAEEEE
BEMA whitelist,

EZ M sunxi_iommu.ko AflF, LEBIEEFEE export BVZOHE: iommu_device sysfs_add.
iommu_device sysfs remove %, #HE|XLFEONMEXGHHZFET: CONFIG IOMMU API,
£ google gki defconfig #$k:

Hss:~/gki/google$ cat gki defconfig | grep CONFIG IOMMU API

=Yy

3-5: gki whitelsit detect

BEEIF BN y, BRI LAEEEMA whitelist,

ZFrLEEA gki defconfig FIU#ITHIA, TER L ARFERIER CONFIG KX R,
BATRESTHME 2BYE, HA, el LUEEEZEN vimlinux #THIREIA:

Hss:~/gki/google$ nm --defined-only vmlinux | grep iommu_device sysfs add
ffffffcele7sb21e T

ffffffc01162ed4d d  ksym marker

3-6: gki whitelsit detect

FEAUEY iommu device sysfs add BEE#4RiFi#H GKI %, B XEM export HXK,
EARFIRWAILT .

TERHIE iommu device sysfs add B0 gki whitelist Zf5, 7 google RIZIFiE F4RIFE
vmlinux FYE1T4s
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Hss:~/gki/google$ nm --defined-only vmlinux | grep iommu_ device sysfs add
000000006607bd95 A  crc_
ffffffco1075b25c T
t
-

ffffffc010d75838
fHffffc0116510f7

cfi jt

__kstrtab_
ffffffc01162f044 d  ksym marker
THffffc011641038 r _ ksymtab

3-7: gki whitelsit detect

kstrtab. ksymtab FFERTEL export H¥E 7T,

o 4.whitelist FIER

[abi whitelist]

# required by sunxi_iommu.ko
iommu_device sysfs add
iommu_device sysfs remove
iommu_group alloc
iommu_group_register notifier

RIRA T AR LB S E—1 whitelist, FIUASEIY: sunxi xxx IR _whitelist, &R _EERY
B, H&k4% GKLAT A

AR whitelist BRI N A EM—EMTERN B google GKI whitelist & FRzZfE, KMI
MET, FAUERER A RAS IR AR E—T whitelist TR, HA, EEAIUEEE
gerrit EiBEHE whitelist 95,

3.4.4 #0falE Google 32 whitelist

GKI fa st ATEUREESEARIR whitelist FR/G, BIEHN—{7 whitelist: abi gki aarch64 sunxi whitelist,
ZHEE, ARERE google AizZ9 s, SEBUT,

o 10 abi gki aarch64 sunxi whitelist | google kernel TNEZER;
e ¥ abi gki aarch64.xml;
o {228 build.config.gki.aarch (ZZEMNAERIER whitelist Fi) ;
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Hss:~/workspace/google/kernel/common$ git diff build.config.gki.aarch64
diff --git a/build.config.gki.aarch64 b/build.config.gki.aarch64

index 8b681cd..ed471lec4 100644

--- a/build.config.gki.aarch64

+++ b/build.config.gki.aarch64

@@ -11,5 +11,6 @@ abi_gki aarch64 goldfish whitelist

abi gki aarch b4;h i ke?éﬁ@_wh itelist
abi_gki_aarch64_qcom_whitelist
abi gki aarch64 unisoc whitelist

TRIM _NONLISTED KMI=1

3-8: gki whitelist submitt

Hrh, abi gki aarch64.xml T4 ABI I2E M, FEEFHEDR, HMF A google RHEH
abi TE#{TEH,

3.4.5 android11 ¥%7 abi gki aarch64.xml

e T# google WiZEH (FTHAZNTEET) ;
e 7£ build €FEHFT E4MNT . http://gerrit.allwinnértech.com:8081/#/c/118187/
e i51T bootstrap TREEEE/IFIFIR: ./build/abi/bootstrap

o HIFAZUERM xml/ X#: BUILD_CONFIG=common/build.config.gki.aarch64
build/build abi.sh -update -print-réport

o E¥rxml Xf: A out abi/android11-5.4/dist/abi.xml 2 common/abi gki aarch64.xml

AREI:

HEMIR libabigail A elfutils XA M EENREEENDN, HFXA P ECERT AW gerrit
RECEBNERNAR, FIUTECSFoEH, FERIILUARSIMNRNRIFRS R, B git
merge NAXEL,

git://sourceware.org/git/libabigail.git FEEHWbranch: mm-next CEEAREmaster)
git://sourceware.org/git/elfutils.git FEEEHMbranch: master

URIRE4ERY whitelist #8129 out/android11-5.4/common/abi symbollist.raw

3.4.6 android12 ¥ abi gki aarch64.xml

7 google /RRSERIZ FIBZTTA T er<:

BUILD CONFIG=common/build.config.gki.aarch64 build/build abi.sh --update --print-report
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3.5 GKI defconfig

3.5.1 gki defconfig /748

google gki AZEHREET gki defconfig 4RiERH, gki defconfig HEAKRKFI FFIR:

~/google/common/arch/armé4/configs$

— db845c_gki.fragm --> vendor modules
— defcon
— gki_defcon --> GKI kernel

— hikey960 gki.fragm
L— rockpi4 deffig

LIS db845¢c AfF, db845c gki.fragment XH B F4HIF soc IREHER, EEmMERS
#ECE S KO, gki defonfig & Google AX4wiF¥ GKI HRENEE. Bal, AW AZBFEEEIE
GKI AHEEEFIRIREEE S F, FrLU&HE fragment X4,

3.5.2 WfaIEEHT gki defconfig

MRABATFHFLERES, BHE gki defconfig FFTFFRLRE, NEBREHEHRL google.
N E—TUAHSEMEF gkidefconfig X, MAREZEFoHENR:

~/google/common/android$ make ARCH=arm64 gki defconfig
~/google/common/android$ make ARCH=arm64 menuconfig
~/google/common/android$ make ARCH=arm64/savedefconfig
~/google/common/android$ cp defconfig arch/armé64/config/gki defconfig

3.6 android11-BUILD

3.6.1 IFIREE

Google N FERmIEFERITE AW wiki £#8: Android 11 ARIFREE,

e T# Google kernel &S (AW RZBF A TE):

repo init -u http://gerrit.allwinnertech.com:8081/aosp/kernel/manifest -b common-androidll
-5.4

repo sync

repo start --all androidl1l-5.4
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e T# Google kernel /&5 (NN TFH):

repo init -u https://android.googlesource.com/kernel/manifest -b common-androidl1l-5.4
repo sync

3.6.2 A Google JEIB4RIF GKI $#&

o BEMR google JFEIH gki defconfig T ARCH_SUNXI (B£M google X
patch, HREH, BRIFEFHITHT) ;

e M google B MILIREY gki ramdisk %15

https://ci.android.com/builds/branches/aosp-master-throttled/grid?

T# aosp arm64 HHY ramdis.img F&.

e 7£ google FBINEBRTEITUTH<L:

BUILD BOOT IMG=1 SKIP VENDOR:BOOT=1 KERNEL BINARY=Image GKI RAMDISK PREBUILT BINARY=gki-
ramdisk.img BUILD CONFIG=common/build.config.gki.aarch64 build/build.sh

RIREFEM boot.img $EREEE N . out/androidl1-5.4/dist/boot.img

3.7 android12-BUILD

3.7.1 MIRIEE
o MR

repo init -u http://gerrit.allwinnertech.com:8081/aosp/kernel/manifest -b common-androidl2
-5.4

repo start --all androidl2-5.4

o SRR

BINIEIINEREY, AILOGBE M e #HITIFRAVERE, HEBINNBINIREY, AJLGBI N Fas<
BITIIRRVEE
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mkdir android-kernel

cd android-kernel/

repo init -u https://android.googlesource.com/kernel/manifest -b common-androidl2-5.4
repo sync

repo start --all androidl2-5.4

3.7.2 1A Google JEIB4RIF GKI $#HE&

7 google RIZE R TIE{TAT&m<:

BUILD BOOT_IMG=1 SKIP_VENDOR BOOT=1 KERNEL_ BINARY=Image GKI_RAMDISK PREBUILT BINARY=gKki-
ramdisk.img BUILD CONFIG=common/build.config.gki.aarch64 build/build.sh

RIFIIEFELTO vmtinux. oM ERATRER R E—ERBYE] (REE+2%) , BTFEENT, FREE
SELIFER,

o YMIFSEAS, boot.img FHIE:

android-kernel/out/androidl12-5.4/dist/boot.img

3.8 GKI Fahiis

3.8.1 GKI E&Eniits

boot0
--> uboot: flEboot.imgHHIGKIM ramdisk_1, tN&Fvendor-boot.imgAiramdisk 2, E&ramdisk_1#]
ramdisk 2, jump tonGKI
--> GKI: core kernel init
--> init: load modules ko
--> android bringup
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¥ google GKI #FAMMIXZEE, OFA BHN&EMFER google 1I21HHY GKI HBIRERING
. DhREIEE, HHEAEED VTS f1 CTS-on-GSI+GKI testso

GKI BN M AT EMKH Android + Kernel mIFFIEWETH, 8EBRIFH boot.img
vendor-boot.img, #H bootloader E#E&HM ramdisk BIFEK,

4.1 FFAB%HIF GKI H#=ER ((VEFRXA)
MRS LR -

e JREX GKI boot.img, AIASREIEET, 4iFHFE GKbboot:img;

o TEIREFHITH OEM unlocking. LAfEH11%% : Developer options -> OEM unlocking, 3
B anSHA N H TS

o {#A fastboot %5 GKI boot.img ZIFEAIAINE, <SMT:

adb reboot bootloader
fastboot oem unlock

fastboot flash boot boot.img
fastboot reboot

AR BRIFEN GKIHE&XBTEEMER, GKI AN MAER Google BEA A% GKI
#who

o ERGE, WIEEAIIRE;
e #1T VIS-CTS Mzt

4.2 £/ Google EA A7 HI GKI &

WiAFZRE FENEAER, IFAIAFFERKITE 2HF GKI boot.img, HIZEEF| Google EF
KM E=,

android11-5.4 B9 GKI $R&REtAEA (BB ENRIGR)
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https://partner.android.com/build/builds;branch=git rvc-gsi-release;product=aosp armé64?a
=1122546797

P~ p=N

o 1. AEfEA boot-debug %, EAF GKI ZRIMNIEE,;
e 2. boot-5.4.img AKEZEM boot.img (AW RiFKELEH boot.img)

e 3. boot-5.4-gz. boot-5.4-1z4 757 gz. 1z4 E4%EH boot.img (AW AR XX #FE4
boot.img, FEEEA)

4.3 GKI F&&E %M1 5 Il je) &

4.3.1 symbol magic AF—EHSFH ko MNE KK

o MFIMR: F—1 ko MMEKXKT, RARMER,

o AAREA: *E?E log &7, A LUEE R R E @nodule layouth —&, XE—MRIFEIH
B symbo magic, XMEHA—#F, MARBIUERITFMIFIRSRZFE ko B]‘EEEE’J symbol
magic 5 GKI I$iﬁéﬁl—1=ﬂ’97f:_§&; XANSEELIE Module.symvers XHEHEE, BFNK
RN

longan/out/kernel/build/Module.symvers # longan FEIXHFEREFE

androidS-google/out/android12<5.4/cemmon/Module.symvers # aospifif FHINXHEEE

o fi#/RFNE: symbol magic IRAREMREIFNHNEEXR, FAUEERERENEENZD de-
fconfig (arch/armé64/configs/sun50iwl0Oplsmp al00 android defconfig) 5
gki_defconfig fR#F—%;

o #3EiE log:

[ 2.553495] ccu sunxi_ng: disagrees about version of symbol module layout
[ 2.560111] init: Failed to insmod '/lib/modules/ccu-sunxi-ng.ko' with args ''

[ 5.043399] [ T1l] init: Loading module /lib/modules/arc4.ko with args ''

[ 5.050979] [ T1] arc4: disagrees about version of symbol crypto register skcipher

[ 5.059306] [ T1] arc4: Unknown symbol crypto register skcipher (err -22)

[ 5.066802] [ T1] arc4: disagrees about version of symbol skcipher walk virt

[ 5.074584] [ T1] arc4: Unknown symbol skcipher walk virt (err -22)

[ 5.081477]11[ T1] arc4: disagrees about version of symbol skcipher walk done

[ 5.089267] [ T1] arc4: Unknown symbol skcipher walk done (err -22)

[ 5.096212] [ T1] arc4: disagrees about version of symbol crypto unregister skcipher

[ 5.104764][ T1] arc4: Unknown symbol crypto unregister skcipher (err -22)

[ 5.155064] [ T1] init: Failed to insmod '/lib/modules/arc4.ko' with args '': Invalid
argument
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[ 5.164585] [ T1l] init: LoadWithAliases was unable to load arc4
[ 5.177592][ T121] cfg86211: failed to load regulatory.db
[ 5.178395][ T1] reboot: Restarting system with command 'bootloader'’

o #FERMECE R

CONFIG FB #XMEHNB2HANN, FEXE
CONFIG _KEXEC=y # crashdumpfExiEEE, FHi182EAAITHN

CONFIG_CRASH DUMP=y # crashdumptBxEE, Hi18 AR TN

4.3.2 whitelist #R&EFE ko MEH KL

o AIFIMR: ko MEFEAR, BN ko(FRE—) MBEXMT, RARHER;

o AIFRE: RIE log &R, AILFERRREAZE kernel 3H5&H export HiXL symbol, &
B ko MNEEHEEFEAXL symbol, MmmNELK,

o fRRME: ZEMF—ME GKI whitelist FHEHFKAN] ko HNFENK, FEIRE ko FREH
whitelist, #HEZXZ google,

#7Eia)R log:

[ 5.336277] lan78xx: Unknown symbol device set wakeup enable (err -2)
[ 5.343984] 1an78xx: Unknown symbol phy ethtool ksettings get (err -2)
[ 5.351439] lan78xx: Unknown symbol génphy read status (err -2)

[ 5.358199] /lan78xx: Unknown symbol mdiobus read (err -2)

[ 5.364532] lan78xx: Unknown symbol phy ethtool set wol (err -2)

o 7 BIERINMARIIFIE T AR whitelist FREFH ko MEKRMAYEIE, TEEKITMA—
PMERFRZEFINT, 3T whitelist HIEIRAY X RFHITHRIE:
o ZEfIM log SATF/R:

.585637] [ T1] sunxi sid init()485 - insmod ok
.671062] [ T1] [DISP]disp module init
.676003] [ T1] [DISP]ldisp module init finish
.713669] [ T1] usbcore: registered new interface driver dm9601
.746239] [ T32] hw perfevents: unable to count PMU IRQs
.752277]1[ T32] hw perfevents: /pmu: failed to register PMU devices!
L777602] [ T1] misc dump reg init
.802538] [ T1] ehci sunxi: Unknown symbol ehci suspend (err -2)
.868283][ T43] cfg80211: failed to load regulatory.db

5.869130][ T1] reboot: Restarting system with command 'bootloader'
UUUUEUEVEUEUZEUEUEEUUUUUUUUUUUEEUUEUEUEVEUEUEUUUUUUU[ 204 1HELLO! SBOOT is starting!

Cr— e —————
(OO, IO, G, R G, O, RO, RO, e,

EMZINEAT ehci sunxi BRFFFEM ehci suspend EOAXRWSHEHM, —RIB XN
NEEBREXHHMEXNMEOMNT, BATHRERZEXHMNEENZE, BTRELFS
ST AN AR
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o HENEOMIRMEEREL, &HE Makefile BgEIN:

~/workspace/S/al@0/longan/kernel/linux-5.4$ grep -nr "ehci suspend"
drivers/usb/host/ehci-hcd.c:1128:EXPORT SYMBOL GPL(ehci suspend);

grep -nr "ehci-hcd.o"
drivers/usb/host/Makefile:40:0bj-$(CONFIG USB EHCI HCD) += ehci-hcd.o

Al LUSFRIX B — NRIZIRIR,, FTLAEIRBVEIF N ZE google 17 (built in) , £ google K17
FHER TEEERNN defconfig FIFEITH,

e 7E google JRIBPEFZOKEL:

~/android-kernel/common$ cat arch/arme4/

boot/ crypto/ Kbuild Kconfig.debug kernel/
lib/ mm/ OWNERS

configs/ include/ Kconfig Kconfig.platforms <kvm/
Makefile net/ xen/

~/android-kernel/common$ cat arch/armé64/configs/gki_defconfig |, grep'CONFIG,USB EHCI HCD"
CONFIG_USB EHCI HCD=y
CONFIG_USB_EHCI_HCD_PLATFORM=y

ZIMTE gki_defconfig HEITH 7T X MERM | FILAX MEREWME T, REBXMERIBHEY
ehci suspend #EOFKSH, FAIUFEETHZRZFMAXNMEOQ:

~/android-kernel/common$ git diffkandroid/abifgkifaarch64fsunxi
diff --git a/android/abi gki aarch64 sunxi b/android/abi_gki_aarch64_sunxi
index 5b03lacc3f9d..90e2f66e197a 100644
- a/android/abi gki aarch64 sunxi
+++ b/android/abi gki aarch64 sunxi

+#required by ehci-sunxi.ko
+ ehci_init_driver

+ ehci resume

+ ehci suspend

o WR7E google FRHEFZORI LM google AXIBEMO (ehci suspend) HKHAIIEIR
(ehci-hcd.c) built in, BENMBEZ ERFEXMEIR (ehci-hed.c) ERINLFANBESH
defconfig FBEIRIFMARRNANRAR, FREAERFETEHZERRMNXMEO

4.3.3 %5 google EZ GKI &5, &&FMER, #EKAEE
{R] RAZFTEl]

XM —ARZ R EA RS HR, BEHTF google B GKI B early printk, Ff
MR SEFERTEREMER T, XNAUAUTSZRHITEIR,

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 23



@ LWIWER
g MXHEER: WE

e 1. 19F whitelist(RIRE {iL[a]:&R)

£/ 3.4.3 BTN AEE, XFABEER ko #1T whitelist #ill, extract symbols TEF vm-
linux HFRENERTR:

#extract symbols:
google/build/abi/extract symbols

# vmlinux: XERARHgoogleNHRIBEREIFFFHIVMLinuxBIET,
google/out/androidl1-5.4/dist/vmlinux

¥ extract_symbols. vmlinux. FRE&RRHN ko HEIE—MERT, HiTH<:!

./extract symbols --whitelist out.whitelist

MREIIBT “required but not provided” (EE, FkH HRHFE) , WA 4.3.2 7
B, MRSHEEHM, W#EHITEZLER (DS5 @) .

e 2. fMA earlycon & log

MR whitelist &R, NEEEENZ log UEIARBRE, REEAENAZE uboot
FYERFTH serial 8250(GKI H{ERE) Y earlycon, HEUIF:

a. #Auboot shell
b. ¥bootarsHfearlyprintkEitshearlycon, BEEmSuTF:

setenv setargs nmmc setenv bootargs earlycon=uart8250,mmio32,0x05000000 clk ignore unused
initcall debug=${initcall _debug} console=${console} loglevel=${loglevel} root=${
mmc_root} [ init=${init} cma=${cma} snum=${snum} mac addr=${mac} wifi mac=${wifi mac}
bt mac=${bt mac} specialstr=${specialstr} gpt=1 androidboot.force normal boot=${
force normal boot} androidboot.slot suffix=${}

c. HiThoot@m</EEl, AILUIEEIERearlycontTEIMAIZlog

e 3.DS5 ik

MREBEH—-TREEH, JUNEER DS5 #1TIHR, BERIRELKL google GKI FHEXTAY

vmlinux,

vmlinux RENAEW T
e 1. ¥8%E GKI boot-5.4.img XMHIAZMAS : grep -a “Linux version” boot-5.4.img

.log_ecn_error
.Tog_ecn_erro

nitcallinitcall_debug 5.4.61-android11
-project b3 06 6

lesource.com/toolchain/11: 81060ce6d7

9)) #1 SMP PREEMPT 2020-10-05 61:27:15

4-1: gki vmlinux
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N EEPFRTR, 6888953 NAZIRAES,

o 2. FIAXINAY google NIZATIRTIE, T% vmlinux

HEIEMNEAN T, HA kernel version ARZARZASS :

[https://ci.android.com/builds/submitted/<kernelfversion>/kerne17aarch64/1atest )

LS8 1 A%, BI$TFF https://ci.android.com/builds/submitted/6888953/kernel aarch64/latest

4.3.4 T ko MEFAXER

3 GKI ko MEKMES, log EEIDMAREUAFETRRE, XA LUE ko MNEAYIFIXE B
FF, SEMOT (KL A133 B3 Afl)

e £ android/device/softwinner/ceres-b3/BoardConfig.mk HiZ 0 LA FECE :

BOARD KERNEL CMDLINE += androidboot.first stage,console=1

dConfig.mk
86eel 1
- a/BoardConfig.mk
+++ b/BoardConfig.mk

@@ -3 +38 ( AR \ T
BOARD_VENDOR | TMAGE_| ( 11l get_partition_size,vendor_ boot_a,$(PARTITION CFG_|
BOARD _KERNEL CMDLINE += androidbo nforcing
BOARD_KERNEL_CMDLINE += ¢ 8 t.dtbo idx=0,1,2

BOARD_ KERNEL CMDLINE += firmware class.path=/vendor/etc/firmware
BOARD_FLASH_B SIZE := 4096

4-2: android first stage console

o &M% printk H#Y ratelimit:

Hss:~/workspace/androidR/longan/kernel/linux-5.4$ git diff kernel/printk/printk.c

diff --git a/kernel/printk/printk.c b/kernel/printk/printk.c

index 971197f..9c920e5 100644

--- a/kernel/printk/printk.c

+++ b/kernel/printk/printk.c
83 332,12 static ssize t devkmsg write(struct kiocb *iocb, struct iov_iter *from)
return len;

/* Ratelimit when not explicitly enab */

if (!(devkmsg log & DEVKMSG LOG MASK ON)) {
if (!  ratelimit(&user-=rs, current->comm))
return ret;

4-3: kernel printk ratelimit
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o EIRIFAZFM Android,

AR FTAXERRIENG, android R E5hF frist init stage M E&, F=BETHE, NEE
RRIAAERINE ), fRREREXAXEIFNIEMERRIFRS BE4KIE,

4.3.5 boot.img FRiFHKM

o AAIRKR: £ google FEHBERBXGHRM LT —N—EZOZGE, HERK, HEUTH
FTENHR 3R

~/android-kernel$ BUILD BOOT IMG=1 SKIP_ VENDOR BOOT=1 KERNEL BINARY=Image
GKI RAMDISK PREBUILT BINARY=gki-ramdisk.img BUILD CONFIG=common/build.config.gki.
aarch64 build/build.sh

Comparing the KMI and the symbol lists:

~/android-kernel/build/abi/compare to symbol list /home/huangshuosheng/android-kernel/out/
androidl12-5.4/common/Module.symvers /home/huangshuosheng/android-kernel/out/androidl2
-5.4/common/abi_symbollist.raw

ERROR: Differences between ksymtab and symbol list detected!

Symbols missing from ksymtab:

- fb _notifier call chain
Symbols missing from symbol list:

o HIELE: BBEXMEIREET fb notifier call chain #0O, MXMNENFE, 7E google &
fiE]=a grep FHXMEO, FHXTEOFXB XY drivers/video/fbdev/core/fb notify.co

~/android-kernel/common$ grep -nr "EXPORT_SYMBOL GPL(fb_notifier call_chain)"
drivers/video/fbdev/core/fb notifysc:47:EXPORT SYMBOL GPL(fb notifier call chain);

o H—THXNMXHREHW google JRIEHRmIFHE:

~/android-kernel/common$ cat arch/armé64/configs/ | grep "CONFIG FB NOTIFY"
db845c gki.fragment defconfig gki defconfig hikey960 gki.fragment
rockpi4 defconfig

RARIXMERAKW google £, MNHIXMEOBFIWER.

o fRANNE: 7E whitelist FEEXNMEO, FANHATFERNECHIFNEREZEXNMEO, WE
FERXMER ko 16, XITREIAER patch @07F:

[http://gerrit.allwinnertech.com:8081/#/c/lichee/linux-5.4/+/155058/ ]

IR © HiB2EREROBIRAR. RE—INF 26



<‘4Lwawsr

XASER: W

4.3.6 BIHEXXHE

android B ko MN&E>CH:

[android-S/device/softwinner/ceres/ceres-b4/system/vendor_ramdisk.modules

SEBIRNCE:

[android-S/device/softwinner/ceres/ceres-b4/system/sys_partition.fex

\y\\‘“e“
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e ABI Monitoring for Andoird Kernels:

~/google/kernel/build/abi$

— abitool.py

— bootstrap

— diff abi

F— dump_abi

— extract symbols
— flatten whitelist
— gki_check

— kmi_defines.py

F— _ pycache
L— README.md

o GKI Tools for Android Kernels:

~/google/kernel/build/gki$

— add_EXPORT /SYMBOL_GPL
— add_MODULE/ LICENSE

— device snapshot

— find _circular

— instrument module init
L— README.md

WRAFRE © BseEREROERAE. RE—TNF
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B GKI 3 T12%

GKI # T 1232 84% gki whitelist. gki defconfig. SoC IKEHXEBAVIEES, MNRBHEXERIBE
2 AW,

R
\,\""“ﬂe
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7.1 android12 H%:33#E GKI Bohklg

7.1.1 AFEMR

7£ A133 android12 A3, HIT GKI XiERK@ERE@E (tbFi7E android12 BSP
TR ER, BLEX%HET GKI SOMEEIIF) , log MITFIR:

.694885] [ T1] Failed to find error inject entry at ( )

.702332] [ T1] Failed to find error inject entry at ( )

.709778]1 [ T1l] Failed to find error inject entry at ( )

.71722511( T1l] Failed to find error inject entry at ( )

.724671]1 [ T1l] Failed to find error inject entry at ( )

.732117]11[ T1l] Failed to find error inject entry ate( | | )

.738899] [ T1l] Failed to find error inject entry at' (=  ptrval )

.746347]1 [ T1l] Failed to find error inject.entry at ( )

.7537941 [ T1l] Failed to find error inject entry at ( )

.761240] [ T1l] Failed to find error inject entry at ( )

.768686] [ T1l] Failed.to find error inject entry at ( )

.775465] [ T1l] Failed to find error inject entry at ( )

.782244]1 [ T1l] Failed to find error inject entry at (| )

.789691] [ T1] Failed to find“error inject entry at ( ptrval )

.797132] T126] hw perfevents: unable to count PMU IRQs

.803254][ T126] hw perfevents: /pmu: failed to register PMU devices!

.811233]1 [ T44] hw perfevents: unable to count PMU IRQs

.816874] [ T44] hw perfevents: //pmu: failed to register PMU devices!

4.824482]1 T1] cfg80211: Loading compiled-in X.509 certificates for regulatory

database

[ 4.835951] [ T11,cfg80211: Loaded X.509 cert 'sforshee: 00b28ddf47aef9cea7'’

[ 4.844092][ T32] platform regulatory.0: Direct firmware load for regulatory.db failed
with error -2

[ 4.849072] [ T1] clk: Not disabling unused clocks

[ 4.853914]1[ T32] platform regulatory.0: Falling back to sysfs fallback for:
regulatory.db

4.859364] [ T1] ALSA device list:

.872602] [ T1] No soundcards found.

.876823] [ T1] Warning: unable to open an initial console.

.884190] [ T1l] Freeing unused kernel memory: 2048K

.890111]1[ C3] cryptomgr probe (127): highest shadow stack usage: 136 bytes

.9174861 [ T1] Run /init as init process

.926370] [ T1] init: init first stage started!

B R I I I N T T S P~ - Nt St S~ S 0

.932444]1 [ T1l] init: alias lines in modules.alias must have 3 entries, not 9
.9408841] [ T1l] init: alias lines in modules.alias must have 3 entries, not 4
.9502721 [ T1l] init: Loading module /lib/modules/rtc-sunxi.ko with args ''
.9584361]1 [ T1] rtc_sunxi: disagrees about version of symbol module layout

A DDA, DA LEDLAED

4.966401] [ T1l] init: Failed to insmod '/lib/modules/rtc-sunxi.ko' with args '':
Exec format error
[ 4.975719] [ T1l] init: LoadWithAliases was unable to load rtc_sunxi
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[ 4.982650] [ T1] init: Copied ramdisk prop to /second stage resources/system/etc/
ramdisk/build.prop

[ 4.996840] [ T1] init: Switching root to '/first stage ramdisk'

[ 5.004490] [ T1] init: [libfs mgr]ReadFstabFromDt(): failed to read fstab from dt

[ 5.0138171[ T1] init: Using Android DT directory /proc/device-tree/firmware/android/

7.1.2 9Ntz

e 1. HIE symbol magic: M log 8%, F— ko MMEEK, HiITELEERE symbol
magic AF—HEH (XEHHEMHHEILLE “symbol magic F—HEH ko MELM” =
) , AEBLX gki defconfig X#HMFE(TE 28I android defconfig XH#H1T T XTLL, 1R
& gk defconfig XHIEDR, F# android defconfig X, EE/ELEXT Module.symvers
X4 module layout &8, S&REEF—H;

e 2. HERRYE: IAERERETANETRZRARTEIH export, LRUT:

Symbol ehci cf port reset rwsem required by ehci-hcd.ko but not provided
Symbol usb for each dev required by ehci-hcd.ko but not provided

Symbol usb hcd end port resume required by ehci-hcd.ko but not provided
Symbol usb hcd start port resume required by ehci-hcd.ko but not prowvided
Symbol usb hub clear tt buffer required by ehci-hcd.ko but net|provided

# H—BERTHRHNXERdefconfig

drivers/usb/core/hub.c usbcore-y
drivers/usb/core/portsc usbcore-y
drivers/usb/core/hcd.c usbcore-y
drivers/usb/core/hcd.c usbcore-y
drivers/usb/core/hub.c usbcore-y

PEBFRXEXH, KMEHBH built-in HIFHAZ, XNEZRBEANBE KK
XANH# ehci-hcd.ko FEMNEORMEBRZE, BRLXEMAR, EINEER 7TIEH
gki defconfig BEIZREH, X1 elici-hcd.ko # aosp & T4 T built-in 7, patch #1F:

commit 95f26afb6ee7dc5cc09al3¢e787291aeb6edd8c6932
Author: zhang sanshan <pete.zhang@nxp.com>
Date: Tue Jun 30 16:21:38 2020 +0800

ANDROID: GKI: support CONFIG_USB EHCI_HCD

it use CHIPIDEA usb controller on imx8mm-evk board.

Need enable device/host mode for android device by default.

host mode depend on CONFIG USB CHIPIDEA HOST which need enable CONFIG USB EHCI HCD by
default.

CONFIG USB EHCI HCD is used for USB 2.0 "high speed" protocol.

Bug: 160193672

Change-Id: Ic635ae6c12397ed7d2060ab68fec3853fadfabec
Signed-off-by: zhang sanshan <pete.zhang@nxp.com>
Signed-off-by: Greg Kroah-Hartman <gregkh@google.com>

diff --git a/arch/arm64/configs/gki defconfig b/arch/armé64/configs/gki defconfig
index 177c40babb05..edclc97ba2dl 100644
--- a/arch/arm64/configs/gki defconfig
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+++ b/arch/arm64/configs/gki defconfig
@@ -363,6 +363,7 @@ CONFIG _HID SONY=y
CONFIG HID STEAM=y

CONFIG_USB HIDDEV=y

CONFIG _USB 0TG=y
+CONFIG USB EHCI HCD=y
CONFIG USB GADGET=y

CONFIG_USB CONFIGFS=y

CONFIG USB_CONFIGFS UEVENT=y

diff --git a/arch/x86/configs/gki defconfig b/arch/x86/configs/gki defconfig
index 7fafb9e80aaf..c5465c20199%¢ 100644
--- a/arch/x86/configs/gki defconfig
+++ b/arch/x86/configs/gki defconfig
@@ -318,6 +318,7 @@ CONFIG _HID PLANTRONICS=y
CONFIG HID SONY=y

CONFIG_HID STEAM=y

CONFIG USB HIDDEV=y
+CONFIG USB EHCI HCD=y
CONFIG USB GADGET=y

CONFIG_USB CONFIGFS=y

CONFIG_USB CONFIGFS UEVENT=y

HFERERARMFBHANIZN ko WehRER, FIURNIFABRESXNRBANIBRE, §
HEE, NEBEERSXMNT EIFIA android defconfig 2™, X PMEER built-in BIF], ¥
INTF#T :

http://gerrit.allwinnertech.com:8081/#/c/lichee/linux-5.4/+/162418/4/arch/arm64/configs/
sun50iwlOplsmp al00_android defconfig

B 7EEIRIR built-in 25,/ BEFXMEBRM android B9 ko MEXXEFFEER, TR patch
wnr:

http://gerrit.allwinnertech.com:8081/#/c/platform/tidy/device/softwinner/ceres/+/162414/

o 3. #4HE symbol magic: AT ZHIFKITEM A EMR symbol magic EETEMRR,
BANBEERN RS, 7Eexport FOWMAIENR” EFEWTHNA:

GooglefE4miZGKIATIH T CONFIG TRIM UNUSED KSYMS, XMEMKRTE4RIFCGKIFR G I texport symbo U T,
FEFREZAFEexport HRMIEOLTM TIEexport, MGCKI whitelistNEigHlexport, FitEMwhitelist
FEEO. MBI—RAITHXMER, BEITH T, BFRERNEFRE, EEFEER.

SRIGEATIE aosp Babi symbollist. ran XX BB EFHATMabi gki whitelist X, JAEMREE
BRI, X$NZAY patch #07F:

http://gerrit.allwinnertech.com:8081/#/c/lichee/linux-5.4/+/162417/2/abi gki whitelist

AFRRBTHIE GKI, BEhRIh
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