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o 1R#E spinand device datasheet FHRTUESHE boot0, uboot, secure storage block
KFRBYIEX K/ N E] HZEX K.

/* small nand:block size < 1IMB; reserve 4M for uboot */

if (blksize <= SZ 128K) {
_start = UBOOT START BLOCK SMALLNAND;
_end = start + 32;

} else if (blksize <= SZ 256K) {
_start = UBOOT_START BLOCK SMALLNAND;
~end = start + 16;

} else if (blksize <= SZ 512K) {
_start = UBOOT START BLOCK SMALLNAND;
~end = start + 8;

} else if (blksize <= SZ 1M && pagecnt <= 128) { //1M
_start = UBOOT START BLOCK SMALLNAND;
_end = start + 4;

/* big nand; reserve at least 20M for uboot */

} else if (blksize <= SZ 1M && pagecnt > 128) {
_start = UBOOT_ START=BLOCK,BIGNAND;
_end = start +720;

} else if (blksize <= SZ 2M) {
_start = UBOOT START«BLOCK BIGNAND;
~end = start + 10;

} else {
_start/= UBOOT_START BLOCK BIGNAND;
~end = start + 8;

}

if (CONFIG AW MTD SPINAND UBOOT BLKS > 0)
_end ='_start + CONFIG AW _MTD SPINAND UBOOT BLKS;

#R#E uboot start. uboot end %A mbr, partition 58

o RIFFEXRIE block HititfF, M HFIR (factory bad block) , HJ IFRLUEIERA
By

o RIEH HFREBN D EXREBHWERE— UDISK 7KK/

e 5 GPT #XKRMENTPK

1. 8 MNFETH oob XIFEN 6 oob 45
2. SMEERNENERZEIMYIEITNMSHESE, H data X# oob XL 6 oob 414
# 7 mapping page

e 5 uboot, W 3
e 5 boot0, Il 4

WRAFRE © BseEREROERAE. RE—TNF 2
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3.1 Hiht3%#k: sector Mt -> FAFTIMHEAL -> IR DI
HE

sector: KX/)\ 512 bytes,
Y)BT: A/\EE spinand device data sheet, EWH 2K, 4 4 sectors

BEA. ANSYEBEREREEXAR, B0 2 &, BIK 2 MEGWIER (block[2N],
block[2N+1], N R KEBENSYIEBERHN—F, BH 1, EWA 511,80 1024/2 - 1) &
EN—r1, AiZiEN,

boot0, uboot, secure storage block i#E5 Rt AYIER, PEEZIESYIEIIERXR
PEERRENDXIES BT RIEENFEZEI SRR X R

B4, MW spinand device & 1024, MR (485 block0, blockl, ...., block1023) , &1
block & 64 1 page (85 pageO, pagel; ..., page63) , &1 page & 2048 =% (4
sector, sector A/\A 512 FT),

blockO % block48 AFEM boot0, uboot, secure storage block (Ml physical block lay-
out) , BEERTAYIETL,

block49~Dblock1023 AFFRZEDX, UBERNIZRET, ZEINEEET, BERHA
F84BEY 2 4 block 2HAk, Z4ETIHAE4E block A page A, %1% block66 #1 block67 £HAK
iZEER, block66 B page0 # block67 B9 page0 ARIZIET 0,

boot0|bootd|boot0| ...... | uboot | uboot |uboot | ...... secure pstore MBR
storage

0 start_block end_block end_block + 8 end_block +8 flash_size
+ 512K

3-1: spinand ¥EB%E

L block size = 128k /fjl, start block = 8, end block = 32, Boot0 & 8 ™ block =
B, HEEBTEN, SHEEREEHN boot0 #3E, Uboot hE—H¥,

WA © BSEERERHERAE. RE—TF 3



@LWIMIER
g MXHEER: WE

3.2 EHEKIESHN

1. EEFZER: MERZERSHRTS, BMERF, FF 1024 3RE block, &RKRZFIEIRSH
511), ERBEIFR, BERIFR, WBKIIZR, EET—MR (HERSHE 1) o

2. EEZBERE, MBI page0 FBIRFE, BIENIRF page0, pagel, page?, ......
o MNRYFFENRIAZRREN, MENZIE data + oob, B%E 1.6

o MRYUFFEANTLZENR, WE N mapping data + oob (& 1.6 # 1.7) , BkFTE 1, ik
EmZIEIR

3.3 G4BTI

RINIBIEX 4k #4#E 4k (top-half 2k, bottom-half 2k) + 16bytes OOB(oob £ 0 1.6),
BIEIRE M, 15 N, EASREUOT

o 5 2k L¥EREIE top-half2k + 16bytes OOB #IEENRS 2M, WS N
o ¥& 2k THEFEMIE bottom=half2k.+ 16bytes OOB #HIEEARS 2M+1, 715 N

WRAFRE © BseEREROERAE. RE—TNF 4
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uboot

4.1 input file

static boot_package.fex/ tocl.fex + dynamic physic_info (Z£74%: tocl.fex, &
£7Z: boot package.fex)

struct boot_info physic_info {§E7E#E uboot BI=MIINEl uboot EEB, ZIEEBMEEMR
S

struct _boot_info!

unsigned int magie;
unsigned int len;
unsigned int sum;

unsigned int no_use_block:

offset 0.5k
ion: if 2.5k offset 4.5k
MAN _INFO storage_info;, // 0.5k offeat 7k

_FACTORY_BLOCK factory block:  //2k offset 7.5k
7 _UBOOT_INFO uboot_nfo; J /025K
_NAND_SPECIAL INFO nand_special_info; // 1k offset 9.5k

} 7 end boot_info 7 !

4-1: boot info-without-enable crc

WA © BSEERERHERAE. RE—TF 5
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struct _boot_info|
unsigned int magic;
unsigned int len;
unsigned int sum;

X WE

unsigned int no_use_block;

unsigned int uboot start_block;
unsigned int ubnut next hlnck;
unsigned int logic start block:
unsigned int nand speclalmfn_page
unsigned int nand_specialinfo_offset:
unsigned int physic_block_reserved:
unsigned int nand_ddrtype;
unsigned int ddr_timing_cfg;
unsigned int enable_crc, // ENASLE CRE MAGIC
unsigned int nouse[128-13];

_MER mbr; L offset 0.5k
_PARTITION partition; £72 5k offsat@ 5k
_NAND_STORAGE_INFO storage_info; /7 5 offset Mk
_FACTORY_BLOCK factory _block; e offset 7.5k
{{_UBOOT_INFO uboot_info; f10.25K
NAND SPECIALINFO nand spedial info; // 1k offset 9.5k
] end _bool_info ? ;
&l 4-2: boot info-with-enable crc
attribute name type value comment
magic unsigned int Oxaab55abab
len unsigned int 32768
sum unsigned int ST EREH
no use block unsigned int 20 fE5 logic_start block #8[E
uboot start block unsigned int 8
uboot next block unsigned int 32
logic_start block unsigned int 20 ELEHPIERERT
nand specialinfo page unsigned int 0
nand specialinfo offset unsigned int 0
physic block reserved unsigned int 6
nand ddrtype unsigned int 0
ddr timing cfg unsigned int 0
enable crc unsigned int 0x63726365  #WIR oob & crc i, NMEER O:
mbr ~MBR
partition _PARTITION

storage info
factory block

_NAND STORAGE_INFO
_FACTORY BLOCK

ignore, fill 0

NSRS

WA © BSEERERHERAE. RE—TF
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attribute name type value comment

nand_special info _NAND SPECIAL INFO ignore, fill 0

4.2 phyinfo buf->factory block

struct nand super block{
unsigned short Block NO;
unsigned short Chip NO;
i
typedef union{
unsigned char ndata[2048];
struct nand super block data[512];
} FACTORY_BLOCK;

4.3 phyinfo buf->mbr

/* part info */
typedef struct NAND PARTITION{

unsigned char classname[PARTITION_NAME, SIZE];
unsigned int addr;
unsigned int len;
unsigned 1int user type;
unsigned int keydata;
unsigned int ro;
}NAND PARTITION; //36bytes

/* mbr info */
typedef struct PARTITION MBR{

unsigned 1int CRC;
unsigned int PartCounts;
NAND PARTITION array[ND MAX PARTITION COUNT]; //

}PARTITION_MBR;

typedef union{
unsigned char ndata[4096];
PARTITION MBR data;

} MBR;

o

EREN

e nand get mbr K ¥ sunxi mbrfex HH sunxi mbr t XEEHIEH LK PARTI-
TION MBR ZE#%E

e NAND UbootlInit -> NAND Logiclnit -> nand info init 4 offline burn &%k}% PAR-
TITION_MBR XA ##E# I E phyinfo_buf->mbr

IR © HiB2EREROBIRAR. RE—INF 7
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4.4 phyinfo buf->partition

struct partition{
struct nand disk nand disk[MAX_PART COUNT PER FTLI];
unsigned int size;
unsigned int cross talk;
unsigned int attribute;
struct nand super block start;
struct nand super block end;
//unsigned int offset;
}i
typedef union{
unsigned char ndatal[2048+512];
struct partition data[MAX PARTITION];
} PARTITION;

4.5 physical block layout

o % boot0, uboot, reserve block #i/F, &% set uboot start and| end. block // boot0,
uboot, reserve

o % secure storage block, £% nand_info_init -= nand secure storage first build //
secure storage block

o 59 X%K, % sunxi sprite download mbr ->"download standard gpt // gpt par-
tition table + back-up gpt

e burn partitions: RIEHDXRELS RS, sector REHUE + KE (sector H1i)

4.6 burn uboot + phyinfo buf

5 uboot + phyinfo buf #page B, oob Xif{EH ff 00 03 01 ff ff ff ff ff ff ff ff ff ff £f ff

AREI

o BNEFINIR block X475, HEERNEIERBERIFR, WP ZIFR, ENT—HFR, HE
REREMNTEEAN

¢ phyinfo buf 5 uboot Zi&EX & page 3137

o SRETHERMNE, EFE block HEFABE —NTEEMNE, WAIUTERE

WRAFRE © BseEREROERAE. RE—TNF 8
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5.1 input file

boot0 nand.fex (JfR) /tocO.fex (L£)

5.2 flow

o IOIF checksum &AM
e 17t storage data
o EHLER checksum H&E# boot _file head t 8 check, sum

typedefstruct _bootd file head t

{
boot file'head t  boot_head:
boot0 private_head_t prvt_head;
char hash[s4];

lboot0_file_head t|

5-1: boot0_head

WRINFE © HRB2ERRRNERAR. RE—IF
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#define BOOTO0 MAGIC "eGON.BTO"

#define SYS PARA LOG 0xddd415244

j|l'.a. ek i * & o A. 3 o £ . o i * o * * fo A.}f
i file head of Boot *f

typedef struct _Boot_file head
{

_u32 jump_instruction; /* one intruction jumping to real code */

—u8 magic[MAGIC SIZE): /* ='eGON.BTO" */

| w3’ check sum; /* generated by PC *f |
_u32 length; {* generated by PC */
_u32 pub_head size; /* the size of boot_file_head_t */
ud pub_head vsn[4]; /* the version of boot file head t */

~u32 ret_addr; /* the return value */

~ u32 run_addr; /7 run addr =/

_u32 boot_cpu; f7 elGON version *f

_u8 platform|z]; /* platform information */

|boot_file head t:

5-2: boot head

SEXMH

include/private boot0.h
sprite/sprite_download.c
SER

download normal boot0

download secure _boot0

5.3 normal/secure boot0

FRE5REITMAIH 5752 boot0 nand.fex/tocO.fex, IEZ boot0 k&L bootO file head t,
L2 Z boot0 k45 sbrom tocO config

[ typedef struct boot® file head t

{
boot file head t boot head;
boot® private head t prvt head;
char hash[64];
_u8 reserved[8];
union {

#ifdef CFG_SUNXI SELECT DRAM PARA
boot extend head t extd head;

#endif

IR © HiB2EREROBIRAR. RE—INF 10
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}bootO file head t;

fes aide info t fesl res addr;

} fes union _addr;

{
unsigned char
unsigned int
int
normal gpio cfg
int
normal gpio cfg
normal gpio cfg

char

unsigned int
unsigned int
unsigned int
unsigned int
special gpio cfg
gpio

unsigned int
unsigned int
unsigned char
unsigned char
unsigned char
unsigned char
unsigned int
unsigned int

}

sbrom_tocO config t;

typedef struct sbrom toc® config

config vsn[4];

dram_para[32]; // dram&ig
uart_port; // UARTIZHIZZRS
uart_ctrl[2]; // UART#ZHIZGPIO
enable_jtag; // JTAGERE
jtag _gpio[51]; // JTAGIEHIZZGPIO

storage gpio[50]; // #fi#ig& GPIOER
// 0-23Mnand, 24-317%FKK0, 32-39+K2
// 40-497FKspi
storage data[384]; // 0-159,7Ff&nandfES; 160-255,FKEEE
secure_dram mbytes; //
drm_start mbytes; //
drm _size mbytes; //
boot cpu; //
al5 power gpio; //the gpio config is to al5 externcpower enable

next exe pa;

secure without 0S; //secure boot without/semelis

debug mode; //1:turn on printf; O :turn off printf
power mode; /* 0:axp , @: dummy pmu - */

rotpk flag;

reserver[1l];

card work _mode;

res[2]; /1 BH1024F T

WRAFRE © BseEREROERAE. RE—TNF
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typedef struct

ud ChipCnt:
ud ConnectMode;
ud BankCntPerChip:

ud DieCntPerChip:

ul PlaneCntPerDie:

ud SectorCntPerPage

ult  ChipConne o

[TEH PageCntPerPhyBlk] ’ |
L ou3? ElkCntPerDie £ the count of i = vl Blpok and i valia Biack

uiz Opﬂaﬁnnl:lp‘t' fF e sk of r" -"m-._ .,:r o Bas wikch cu o Bach can sunoor sUnpor

[E FrequenceFar ' the parameler of the RanWare Sccess olodk; based on Witz

et g an Bhe CF o

£ e count of Bhe fofal Rand faih ¢ ""’“E-r'“ CLITERIF &

(TR SpiMode: _j-: AN e
ud HandChipld & s ehe id af currant conneciing nandg shig
u3? pagwﬂthhadﬂag A bad Block -?.:lg wars maitan af tha St Bple of spane area of this pags
32 MultiPlaneBlock Offset £ the valwe oF the Back number offFat betweon e o slana Biack
ul2 ManEraseTimes: e Ak angse tmas oF 3 DR ok
u32 MaxEccBits; A Ea may e N Bad nang sunoert
u3d EccLimitBits: At aee Wit Bag for tne nand
uid uboot_start_block
u3? uboot_next block
TEX legic start blodc
u32 nand_specialinfo_page:
[TEF nand_specialinfo_offset;
TEFS physic_block _reserved |
[TEP Reserved <]

boot_spinand_para_t

TRPLEFEREEERES,

5-3: storage data

A {EEESEdrivers/mtd/awnand/spinand/physic/id.c

*attribute name* *type* *value* *comment*

ChipCnt unsigned char 1

ConnectMode unsigned char 1 &, AL FRIEfR
BankCntPerChip unsigned char 1 REE, "L FIEAR
DieCntPerChip unsigned/char 1

PlaneCntPerDie unsigned char 2 ZEL, "L IR
SectorCntPerPage unsigned char 4 UE#FEYRE A 4
ChipConnectInfo unsigned short 1 RE&, "L FIEAR
PageCntPerPhyBlk unsigned int 64 MUEEME &, BA 64
BlkCntPerDie unsigned int 1024 DIEEYREI9E, 808 1024, HAJEEA 512 5§ 2
OperationOpt unsigned int 0x? 2% id.c MR E
FrequencePar unsigned int 100 RE&, "L FIEAR
SpiMode unsigned int 0 ZEE, "L FIEAR
NandChipId[8] unsigned char  0x? 2% id.c
pagewithbadflag unsigned int 0 ZEg, "L IR
MultiPlaneBlockOffset  unsigned int 1 ZE&, BN FIEAR
MaxEraseTimes unsigned int ZEg, "L FIEAR
EccLimitBits unsigned int e, LR RIEMR
uboot_start block unsigned int 8

uboot_next block unsigned int 58

WA © BSEERERHERAE. RE—TF
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*attribute name* *type* *value* *comment*
logic_start block unsigned int 24 &, FILATFIERE

&, LRI
&, LTI
&, FILATFIERE
&, FILATFIERR

nand specialinfo page unsigned int
nand specialinfo offset unsigned int
physic block reserved unsigned int

oS o0 O O

Reserved[4] unsigned int

I GigaDevice GD5F1GQ4UBYIG spinand A%, EXZHEEEEKE id.c

{
.Model = "GD5F1GQ4UBYIG",
.NandID = {0xc8, 0xdl, oxff, oxff, oxff, oxff, Oxff, Oxff},
.DieCntPerChip =1,
.SectCntPerPage = 4,
.PageCntPerBlk = 64,
.BlkCntPerDie = 1024,
.0obSizePerPage = 64,
.OperationOpt = SPINAND QUAD READ | SPINAND QUAD PROGRAM |
SPINAND DUAL READ,
.MaxEraseTimes = 50000,
.EccFlag = HAS_EXT_ECC_SE01,
.EccType = BIT4 LIMIT5 TO 7 ERR8 LIMIT 12,
.EccProtectedType = SIZE16 OFF4 LEN8 OFF4,
.BadBlockFlag =_BAD BLK'FLAG FRIST 1 PAGE,
i

5.5 update checksum

SEXH:

sprite/sprite download.c
sprite/sprite verify.c
board/sunxi/board common.c
SERBMIE:

download normal bootO/download secure bootO-> sunxi sprite generate checksum
-> sunxi generate checksum

5.6 burn bootO

5 boot0 BY page BY, oob XiZ{E4—/y ff 00 03 01 ff ff ff ff ff ff ff ff ff ff ff ff

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 13
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o ZMNEMIZ block 3475 (1R boot0 81T 1 4 block, BENEMFEE block it 1EER) , &
BREANFMIREFERIFIR, NhtYFI&PEEE, B F—&7MER

e boot0 WEBZRXHFELE ST boot0 header, FHEFINDALHEL boot0 header K, RE
E#T boot0 header HHY storage data Zf4, EMEM (tb%0 dram para) FEEH. &
¥iiE, FEMEM boot0 header FRIKIEH check sum

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 14
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[ init secure storage block

6.1 input file

¥, 7E uboot MEMXIH/E 8 1 block FF secure storge block B F7EK mac #itEE
Bo BERIZIR oob XIFE A ff aa 5¢ 00 00 12 34 ff ff ff ff,

R
\,\“"“ﬂe

WA © BSEERERHERAE. RE—TF 15
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oob Z5tf

7.1 oob without crc

oob area # 16bytes, f/FWT:
oob[0]: bad block flag, 0xff £k good block, &M bad block

oob[1-4]: page feature flag, KimfFfi#, FiED1: 0ob[1]&0xf0 == 0xc0, BRHIDI:
Oxaaaaffff

00b[5-6]: erase count, AITEE, RRREBIRRE, IERBARED, MWAEHH 1

00b[7-10]: block used count, KimfEfiE, FE/LRGIR, ZEL RO, BRERN
= block #1 * S3RoJIERRXEL, 5140: M block511 ZFi#hifE ck used count & 0,
/X5 block511, block

[2019/3/14
[2019/3/14
[2019/3/14 oz 59 [oo oaf|oo oo 00 oofjas a5 a5 aS as
[3019/3/14
[2019,3714
[Z019/3/14
(201373714
[2018/3/14
[2019/3/14
[2019/3/14 14:3
[2019/3/14 14:30:08] 00000000: 00 00 00 00 bb 64 00 00 be 64 00 00 Bd 64 OO 00
[3019/3/14 14:30:08]) 000000L0: BL 64 00 00 O0 0 00 00 01 02 00 OO0 02 02 OO 00
[2019y3714 14:30:0E) Q000QD2Z0: O3 02 OO Q0 O4 DOZ 00 OO DS OF OO DD D& Q2 DO OO
[Z019/3/14 14:30:DE) 0QQ0Q0C0C20: O7 02 DD 00 OB DZ 00 OO D5 02 OO0 DD Oa 02 DD 0O
(201973714 14€:30:0B) 00000040: Qb 02 OO0 00 oo 02 00 OO0 OMA 02 OO0 OO O= Q2 OO 0O
[2018/3/14 14:30:08) 00000080: OF 02 OO 00 10 02 00 00 11 02 00 OO 12 42 OO 0O
[2019/3/14 14:30:08) 00000060: 13 02 00 00 14 02 00 OO0 15 02 00 OO 16 02 0O 00
[2019/3/14 14:30:08] 0000007T0: 17 02 00 00 18 02 00 OO0 19 02 00 OO la 02 0O 00
[2019/3/14 14:30:08]) 000000E0: 1b 02 00 00 1 02 00 00 1d 02 00 00 1e 92 00 00
[3019/3/14 14:30:08) 00000090: 1€ 0F 00 00 40 0 00 00 41 02 00 00 42 92 00 00
[2019y3/14 14:30:0E) 00000Da0: 43 02 0O OO 44 0OF 00 OO0 45 02 00 DD 46 902 OO 00
[Z019/3/14 14:30:DE] 000000LO: 47 02 DD 00 48 DZ 00 OO0 459 02 OO0 DD s 02 OD OO
[2019/314 14€:3010B) 000000cO: €b 02 DO 00 4 OZ 00 OO0 4d 02 OO0 DD 4= Q2 DD OO0
[2018/3/14 14:30:08] 000000d0: 4£ 02 0O 00 50 02 00 OO0 51 02 00 OO %2 02 0O 00
[2019/3/14 14:30:08) 000000e0: 53 02 00 00 54 02 00 OO0 55 02 00 OO0 56 02 00 00
[2018/3/14 14:30:08] 000000F0: 57 02 00 00 58 02 00 00[5% 02 00 oO|FF £F FF £f
[2019/3/14 14:30:08]) 00000100: 00 00 ©O 00 O0 OO 00 OO0 OO0 OO0 00 OO 00 00 OO 00

QaaoooDD = aa as £f £f DO 01 OO DD 00 OO0 a5 =5 abk abk al

data

7-1: oob-structure-example

WA © BSEERERHERAE. RE—TF 16
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1 F_EE, BIER 511 B page62, H oob EERT: MITIBETE 00000259, FIRY ]
1B/ ¥ 0x0001, block used count J3 0x00000000,

B spinand ¥MHEMEALFAREERN, AEFESEZWE data sheeto BUEEF winbond
w25n01gv A6, HEFE#ARWT:

Main Memory Array |£,048-8yie)

ECC Protecied Spare Area ((4-Byie]
A A
i Y ]
"""'" Swctord Sactor 1 Sactor 1 Sectord | Spare0 | Spare1 | Sparel | Soare3
Ef}'f‘;_m"‘n Stzlvie | S12ye §12-Bybe  E12Byte | 18Byie | t6Byte | 8Byt | 18-Byte
e Wik - 1FFE A - 3FFh 400h — 5FFh _ 0@8h-— '.‘f’r'r-:. s0ih - ml’-;l-l::'n' " M Fhh — A3Fh &R - KR
Acldress. et R
£ o RRREE 3
Byt  |{Bac Biock User [ats Usar Diata BCE for BCC for
Deefiniton Marksr Il I SeoiorD Bpaire
*::I:-_ i 1 2 3 4 5 E 7 E ] A B C 0 E F
- g sk —— e
Ha ECC ECC ECC for
Protectian Protected Byte 4 1o Byte D

7-2: Winbond-Spinand-Area-Stucture

WN5R oob {2 ff c0.00 04 30 00 04 00 00 23 75'a@b a5 a5 a5 a5, FEMLEIFRITIE, LI4E
XS oob EERMEFRME (% ecc (i) o

REBERIRASMYIE, F oob EENUEREER.

El £ £f £f Ef c0 00 04 75 aa 58 6c o5 56 £0 Of
ff ££f £ff £f B0 0004 04 cb 4d 23 8a 58 77 84 Tb
ff £ff £f £f 00 2% 7% a4 fd d5 5f £0 03 3f 15 15
ff ff £f £E8ES &5 &5 25| d2 d9 &2 Bf 0Oe 14 &0 &0

7-3: Winbond-Spare-Area-Example

id.c B9 ID & EccProtectedType, fi@¥EH Ecc Protected XKFB 2 71ER, i 16byte
HEIE= 8], 77X oob iR,

7.2 oob with crc

oob area  16bytes, f/EIWT:

0ob[0]: bad block flag, 0xff f£#& good block, &M bad block
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oob[1-4]: page feature flag, Kix7Zfi&, EHED: 0ob[1]&0xf0 == O0xc0, BREFTI:
Oxaaaaffff

oob[5-6]: erase count, Kinfzfif, CRRBIBBRAE, RFRESHED, FBREHTR 1

00b[7-10]: block used count, Kimfzfi&, F/LREHR, ZELZMEEE, &/IMER 0, RXEN
& block # * SIREMERRER, F1a0: M block511 ZEHfFREIE, block used count 7 0,
5 block510 B, Z{EHN 1, —EIRFEZ block24, %ER 487, &B/XE block511, block
used count /9 488,

0o0b[11]: reserved, ZRIAEFE(E 0xab
00b[12-13]: crc value, crcl6 KRz,
00b[14-15]: reserved, EAIAIEZR{E Oxab

33F block BER (RE—M) , #B#E mapping page (page per block*4, 3fF spinand,
KINA 256) BIEIRITE cre B; MTFEHER, MUENZZERNELIEIE 3T spinand, K
N 4K) 18 cre B.

p63@b 433

00000000 £z [co BENSe oBl R ¥c1l joo 11 47 &f| as|daf fel|as as

7-4: crc-value
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E] mapping page

mapping page FRUZIEMIE SYIEIEMETEE (mapping data)

I DDA bF bd BB D02 B R R1 R R B0 R B2 20 09
I DODDDAZA T A3 B2 00 B8R 0482 B8 BE- 25 B2 B9 BE-BG B 99 BR magping daga: lintls andian p-nr-'lh,-mﬂ
¢ DODDDEID ) -07-BZ-DD-DED-DE-B2-BO-BE- 0981 090903 07 00 -
© DOBBEBEE ! -Bh-B2-BE- B8 Bc-B2-88- 88 8d-82-88- 80 Be- 82 3 2d-
o DDBBBESE - af-82- 88 8E- 18- 82 - Bl B8 1182 B 2@ 12 32 B dade =
T DDDDOREE 15 B3 BB 14 02 o 15000 R B0 16 20 0 2
i ODDINITE; 1T Bz b B 10 B2 BB 1007 BE-RE- 1a: B3 e B
4 DDDDDEED - 1b- B2 00 B8 1c-82-88- 89 1d-82-04-89- 1= 87 04 0d-
0 DODBEESE ) - 11-B2-68- 08 40-082-88-88-41-82-84-80-41- 82 - 2a-
+ DbbbbBNE: 4382 B8 BE- S4B -BE- 8O- 45080 B B 45 B2 - Oade =
 bbbbEbE: AT B bR BE S B2 B A0 RO BB da 2D B G =
1 DMCH ;&b @2 B0 B0 Sc B2 00 Be ad B2 9 Re Am BT PR PR
o DDDDMADD 4T B2 00 BR- 5002 8009 51 8299 8952 87 B 09
{ DODBEBeR) - 53-02-B8- B8 54-082-88-88- 55-82-88-88-55- 82 8- 2a- @
DOBBOETE: - 57- B2 BB BE-5B-B2- B B8 59 82 04 8@ Tf 1 ff 1.
DO0Ba 108 Bl Bl BE DR B BB B B B B B0 B3 Bad Bab Db
DONI110: NN R R R RO 2R 20 20 e SITATT i 818
i DOILZE 80 80 00 00 09 0080 B0 00 0O 0O 0O DO DO 0O DO
DODBD130 ) - B0 0000 00 B8- 8O- B9- 00 08 09 B9 8O- B3 0O B BO-
BBbbE1LE ! -B1- aa- aa- aa- BE- BE- B8 - B8 88 81 - 8- B - 3 20 2 -
BbbBE15E: - 1382 08 BE- BE- BE - B8 B8 17 B B8 B3 B3 B G- ad:
L RECRRES B R BB
o HHEHILTE 00 0 00 B 0O 800008 B B0 B B
i DODSD1BD: - 8O- 000D 0D BO- 8O- BE B4 B i -
> DDBE1%E | - 8- 6668 B8 BE- BO B8 - 2
o7 bbb 1ab: - bh-bE- BE- BE- B v
SEbBAE1bLE: o0 00 BO B8 ' - =
THEEEILCE N N Ll
D000 1dE; PR B B ¢ 3 N1
DN LB | - 6B WD DR i - B (2
Bhbba11E: - BB BE- BB : B - - e
- 5 i
(¥ w.
.... “I

mapping data : &R page ¥ *4 F%, W¥FEN spinand —f&H 256 FW, 81ME5I|F
BOIZYIETIBSTANIBIETIE 2, thaNZR5| 0, B pageO BREFAVIBIETIS 0x00000000 (/Nimtg
®) , HEERT GPT #XXREL, XFFE5| 5, Bl page5 MEHIZIERS 0x00000200, HF
BT HKX 1 EEEdE, page63 REMENZIEDR, EILEM OxFIfffff
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XASER: W

(201953714 12:30:08)
(2010953714 14:30:08)
[201853/14 14:30:0E)
[Z019,3/04 14:30:0E)
[2018/3/14 14:30:0E)
[2018/3/14 14:30:0E)
[2018/3/14 14:30:108]
[2019/3/14 14;30:08)
(201953714 14:30:08)
[201953/14 14:30:0E)
[201953/14 14:30:0E)
[F019,3704 14:30:0E)
[2018/3/14 14:30:0E]
[2018/3,/14 14:30:0E)
(201873 14 14€130108]
(20193714 12:30:08)
(201953714 12:30:08)
(2010953714 14:30:08)
[2018953/14 14:30:0E)
[Z019,3/04 14:30:0E)
[3018/3/14 14:30:0E)
[2018/3/14 14:30:0E)
[2018/3/14 14:30:108]
[2019/3/14 14;30:08)
(201953714 14:30:08)
[201953/14 14:30:0E)
[2019/3714 14:30:0E)

T EE, ZER 5
EFHRHREZERS

J page62, 35|

X000 , ?iv

pi2db 511

sagoooon: [£ffzo

o0

[F

EE |

01 oo

oo

Qa0

00|fas

LE]

a5

Aas

85|

pE38D 511
Qa0 Ef an
dumg main data

QOO090000: 90 00
QOO000DLD: BE &2
QQoQ020= 03 02
QQoox0:= 07 02
QQaderr30: Ob 02
Q00g00a0: Of 02
Q00000E0: 13 02
Q00000 T0: 17 02
QO09p0ED: 1k 02
QOOQpoR0: 1L 02
QOO0 := 43 02
Qaa00n0: 47 02
QQdroD: €D 02
000000d0: ££ 02
Q00000en: 53 02
QO0QpREn: 57 02
QOO00Lo0: 90 00

oo
og
oo
oo
oo
oo
le)
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

b

g
g
aa
aa
aa
aa
aa
aa
Qg
Qg
aa
aa
aa
aa
aa
aa
g

£t

oo

Gd
or
oz
oz
ek
-3
o
oX
or
or
oz
oz
oz
k3
(EF3
oz
oo

a1

Qg
Qg
[ala]
ala]
als]
aa
0
ad
Qg
Qg
Qg
als]
aa
aa
ok}
ok}
Qg

8-2: oob-structure-ex

o

oo

aa

[101]

RYEHE S OxEEEEttff

b

ak

oo
oo
oo
oo

oo
oo

og
a1
Oa
Om=
iz
14
ia

alb

ak

HH
oo
oD
EIE]
FIE]
vl
oo
oo

[-3-]

el
Qo
oa
oo
oo
e}
ele)
els}

= 0x00000259, RNZRAY 62 1T
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mbr/gpt partition table

FEIRIE sunxi mbr.fex FRIRNBE RN EEMNEIL, AESE N LBAO LBA33, LBA-33 LBA-
2, LBA-1 i3, LBA(logical block address) AJLAEBf# AKX sector, K/ 512.

GUID Partition Table Scheme

LBA O Protective MBR
LBA 1 Primary GPT Header B
LBA 2 Entry 1|Entry 2 |Entry 3 |Entry 4 ‘;

Entries 5-128 =
LBA 33 N ' )\ o
------------------- = — .
LBA 34

Partition 1

Partition 2

\ Remaining Partitions \

LBA —34
.................. .
LBA =33 Entry 1|Entry 2|Entry 3 |Entry 4 %
-
AN Entries 5-128 L
LBA —2 2
=]
LBA —1 Secondary GPT Header |E

9-1: GPT-Scheme
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9.1 ¥3E/iZAEX K/

BERZEXEIREZA, RINTHEHESR:

B boot0 K/v: 8 I8 block (block0-block7)
A uboot A/Jv: 32 NI block (block8-block31)

A secure storage block XigA/: BREERTH 2 MEEMIE block (block32, block41)
, MRBIRR, A2 F 2 4, flw, & block4dl AFIR, N secure storge block A
block40, block42

BINEBYIE block K/ 6 4, EBREERTA block42-block47, & secure storage block X
IAREEIRR, SEXMIERX block ¥AFEHA, WHEM—MIIE block, M EEXEBEAS, I
0% block41 AFR, MA block43-48 + block49.

BT IZEIRRE . 81 spinand R FA—#, FEMNSHE

RETZIZERE: WFFE 1024 MPIE block B9 spinand B F, T8 40 &8 block, Bl 80
MIE block; ¥ FH 2048 MPIE block BY spinand K ¥, g% 85 1MN&%E block

2 FRTR, WFAE 1024 MR block BY spinand B 7, EHAEBERT (CHFR) , ZBEXK
N (1024 -8-32 -2 -6+=40%2) = 896, &1 blockl28K, 2 1 LBA(sector), FrlliZ4g
X LBA(sector) Nk 896 * 128 * 2 = 229376

Ak, SEfrE LBA-33, LBA-1 X 2 N LBA #hitp9SEfR{ER 8EA spinand K FEo-

9.2 input file

sunxi mbr.fex

9.3 flow

58 sunxi mbr.fex
A nand get mbr 3 sunxi mbr t ¥ PARTITION MBR

erase flash

Ll

sunxi_sprite_download mbr(crc32 RIEEITEIESE util/crc32.c)
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9.4 ZZEXF

drivers/sunxi_usb/usb_efex.c
sprite/sprite verify.c
drivers/sunxi flash/nand/nand for uboot.c

sprite/sprite_download.c

9.5 SZRIMIE

sunxi sprite verify mbr
nand get mbr
sunxi sprite erase flash

sunxi sprite download mbr

WRAFRE © BseEREROERAE. RE—TNF
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HER D XEEHXH A sys partition.fex, ZXHRBHRASKXERE, ZXHAFAEE AN nand
flash, mbr X A/NL Kbyte A8, HM7a XA sector (512bytes, linux HRig&FHIE
FHITA sector) AR, BFNFERKNKIRBEIANIT, XEFEWFRIET ZNDXAERM
U BIF TR/ NI TFH.

10.1 input file

NO. Name Partitionsize(KB) Offset(KB) File File size(KB)
FXER mbr 252 0 sunxi.mbr .fex 64
77X 1 Dboot-resource 252 252 boot-resource.fex
PX 2 env 252 502 env.fex

72X 3 env-redund 252 756 env.fex

77X 4 boot 6300 1008 boot.fex

72X 5 rootfs 20412 7308 rootfs.fex

PX 6 dsp0 378 27720 dsp0.fex

X 7 private 1008 28098 / /
727X 8 recovery 8064 29106 recovery .fex

727X 9 UDISK SITE 37170 / /

E7 mbr RS RETF UBLERE AN, 81 mbr #XEFESEXF— UBI Volume, Volume
B9E1 logical eraseblock AJ LA RETEIEE B physical eraseblock, B&fE UBI EIEH,
FET EER2E T global wear leveling #l#l,

LEB 5 PEB
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block size =128k 115

PEB block = 2 block = 512 Ri[E
_-')\_ SUper OCkE = OCE = E|
' N
EC VID DATA
2k 2k 5045 X
— sy
: 2R HMEEFE
EC: iRt . EHE EZ5E LEB

VID: Volume ID « logical eraseblockS

T8 T FEphysical eraseblock ¥ EIHY lagical eraseblock

10-1: PEB-LEB

PEB: physical erase block , LEB: logical.erase block
PEB # logical block %%

1 PEB = 1 logical block = 2 physical blocks

10.2 1tHiZEXE LEB 23X

FFPa R LEB #t = [S¥32IR% - 8 (boot0) - 24(bootl) - 8 (secure storage)] / 2 - 20 * &
MPIRIREL / 1024 - 4, FWET:

1. BEYIEXIEIRE, BR 2 #1679 logical block
2. BEFRSLIETMEE (5 1024 ¥MERESZ 20 MIESR, B 10 MBER)
3. B%E 4 (2 MNATF ubilayout volume, 1 MEF LEB [RFE, 1 MNBETFERIYENIE)

#WE S UEZE u-boot-2018/cmd/ubi_simu.c B ubi sim part #l ubi simu create vol
BRI %o

ERBERT, ubi 5% sys partition.fex FE N XHANRIZR LEB K/)\XH5F,

{RaN—zx flash B 1024 4 block, &1 block & 64 1 page, &1 page & 2KB, NiZiERA
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/A3 256K(642K2), BB4 PEB AX/\@& 256K, LEB X/ 252K, PEB A EEETEER T
fZ1 ubi_ec_hdr # ubi_vid_hdr,

HFfAAAMEYENBSEEERMBIRESR, BEb sys partition.fex (sunxi mbr.fex) F&
B—1T7 XM size 52 2IAKLIE 0, F NAND Rep#lia eG4 sERF A LEB 5%
D, ENEEREEENTS sunxi mbr.fex FERE—1ND XM sizeo

10.3 IS AE sunxi mbr &
sunxi mbr.fex #f 64k, 1 4 MN&9, 81M&EH 16K
1. it¥ mbr ERESK size, B1: BX (512 F%H) , iHEMMNMT:

o 1RIE 9.2 HEHMABAFA N leb $%H SMEXE total sector
o KRBESKXKRPEN DX EANBEKEK

2. [EIE sunxi_mbr.fex &RE—9K size
3. EFTEHENE sunxi mbr #Y crc32
4. WEHR 3 MEH

sunxi_mbr t£M{E: u-boot-2018/include/sunxi mbr.h, £EHAE L RIIER /) IHEE,

typedef struct sunxi mbr
{
unsigned [int crec32;
unsigned 'int version;
unsigned [char magic([8];
unsigned ‘int copy;
unsigned 1int index;
unsigned int PartCount;
unsigned int stamp[1];
sunxi partition array[SUNXI_MBR MAX PART COUNT];
unsigned int lockflag;
unsigned char res[SUNXI MBR RESERVED];
} attribute  ((packed)) sunxi mbr t;

BEHFITEHEBE sunxi mbr crc32 BWAREEIESZE u-boot-2018/drivers/mtd/awnand/sunxi-
ubi.c B9 adjust sunxi mbr K%

10.4 R#E sunxi mbr sIEERK ubi layout volume

ubi layout volume FJLAIEf# UBI {RIRWFAN D XEE XM, sunxi mbr 7XERTFEE
RE framework N XEEXH. ZEIERNAXEEXRRLE—HHN, FLKEER, LA
sunxi_mbr B ubi layout volume,
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ubi layout volume H 128 4 struct ubi vtbl record (u-boot-2018/drivers/mtd/ubi/ubi-
media.h) 4AFE, ARG ERKIHRT.

struct ubi vtbl record {
__be32 reserved pebs;
__be32 alignment;
~_be32 data pad;
_u8 vol type;
_u8 upd_marker;
__bel6 name len;
char name[UBI VOL NAME MAX+1];

_u8 flags;
_u8 padding[23];
_ be32 crc;
} _ packed;
attribute name type value comment
reserved pebs  be32 £ K/\V/LEB size, XtF ubi layout volume, EEH 2
alignment _be32 1
data pad ~be32 0
vol type _u8 1 AL 1, #5%E: 2, YaARYESE
upd_marker _u8 0
name len __bel6 EEKE
name[128] char
flags _u8 PEXARE—TE udisk, flags 7 UBI VIBL AUTORESIZE FLG
padding[23] L u8 0
crc ~ be32 crc32 le

ubi layout volume HWABRERNEE FEESE u-boot-2018/cmd/ubi_simu.c HY
ubi_simu create vol ] wr vol table K%k

AR
ubi # crc32 le B%5 sunxi mbr 89 cre32 BiEFR—H%,
ubi A crc32 le &% crc32 le.c A%

sunxi mbr § crc32 £% crc32.c Ak

10.5 EEZiEE

PEB = ubi ec hdr + ubi vid hdr + LEB

Hrh ubi ec_hdr # ubi vid hdr Z&F PEB WEZiEMR (logical page0) o

o ubi_ ec hdr ZHF 0 THREBL, KNSR size 157
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e ubi vid hdr T 1 MIER size REL, K/NEEYIER size X377

10.6 ubi ec hdr

ubi_ec_hdr: FERTFFiE PEB NIBIRREMIER, FEEER cre32_le KRE(E,

struct ubi ec hdr fiiF u-boot-2018/drivers/mtd/ubi/ubi-media.h, ZEZNKEERK
ImZR o

struct ubi ec hdr {
~ be32 magic;
_u8 version;
_u8 paddingl([3];
__beb4 ec; /* Warning: the current limit is 31-bit anyway! */
__be32 vid hdr_offset;
__be32 data offset;
__be32 image seq;
_u8 padding2[32];
~ be32 hdr _crc;

} _ packed;

attribute name type value comment
magic “be32 0x55424923 UBI#
version _u8 1

padding1[3] _u8 0

ec . be64 1

vid hdr offset  'be32 physical page size 2048
data offset __be32 logical page size 4096
image seq _be32 0

padding2[32] A8 0

hdr erc _ be32 crc32 le

ubi_ec_hdr BJEZE5EIESE u-boot-2018/cmd/ubi_simu.c B fill ec_hdr &,

10.7 ubi vid hdr

ubi vid hdr: 7/ PEB #1 LEB&Volume BEHEE, FTEHBEM cre32 le RIGE

struct ubi vid_hdr fiF u-boot-2018/drivers/mtd/ubi/ubi-media.h, ZHAEZ K RFER
RIHRTo

struct ubi vid hdr {
__be32 magic;
_u8 version;
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_u8
_u8
_u8
__be32
_ be32
_u8
__be32
_ be32
_ be32
_ be32
_u8
__beb4
_u8
_ be32
} _ packed;

vol type;
copy flag;
compat;

vol id;
lnum;
paddingl[4];
data_size;
used ebs;
data pad;
data crc;
padding2[41];
sgnum;
padding3[12];
hdr _crc;

attribute name type value comment

magic _ be32 0x55424921 UBI!

version ~u8 1

vol type ~u8 1

copy flag _u8 0

compat ~u8 2XiAA 0, layout volume EEH 5

vol id _ be32 volume id, M0 Fia%ES, layout vol BIEA 0x7fffefff
Inum _ be32 volume A LEB NO., M 0 FFa4%S

padding1[4] _u8 0

data_size _be32 0

used ebs __be32 (0

data pad ~ be32 0

data_crc _be32 0

padding2[4] _u8 0

sqnum _ beb64 LEB £/ sequence NO., 12% LEB WEIiF, M 0 FiaiEig
padding3[12] " . u8 0

hdr crc __be32 crc le

ubi vid hdr B9iEZ 5741558 % u-boot-2018/cmd/ubi simu.c # fill vid hdr &K,

10.8 BIETT

BEUENTTRREY, REEEZ Oxff #E, AEFER2 0,
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E{E =R

WRAXFAE © 2021 HKiEEERHRHDBRATE. RE—TIF,

AN RNBEREERUERP, HEENEKELTRERRGERAT ( “2F ) HEHRZ
_t)J*y*lJo

AR E2SHREFRMRRIM =, RELTFEITFA, FARUMTAFFEEHL. £
fil. B ARVEBRAIEABTHBIHEE, BERSFUEMAPHERE,

(ot

LLWINER LLWINER LLWIMWER'
C 2*?4&\2".:\ *‘I’ *i C (=275

é)ﬂhﬁﬁéuﬂ&kﬁﬁm VBB EEMER. EAEERNTmPHRNEERS
*T’ Fﬂﬂ%ﬂ: ﬂ]ﬂ[ﬁﬁz%ﬂ'\, igﬁﬂﬁ%@ﬁﬁﬁkﬁﬁo

REFNA

BHEO~m. RSFFENZRESHKEEEREROEBRAE ( EE" ) 2EEENHIE
EFMFREILIR AXEPEARN2EHER D ™~ m. RS AFEAIRER A EFr LS fEBEERE
N EARIBIARRIRERFMMAERRA, HREREAXENERNR, ERBTREEH
FAYERITH (BEERRFINEE, 8, BRER) EMNAFER, £EMFARE,

ZISSU‘%H’E?JT@%?“ RESE BT mREARLEMRE, FAXEABTEREEN, 88X
B, BAFTEN. 2EREDNELAXEPREFEHNER, EHFTHERBTT2REHEIR, H
ﬁmzﬁﬁlﬁﬁﬁ?ﬁi#ﬁ% (BEEAFRTEHER. BN, BHHHRK) IRERILE=ZANNE
t, @EHAAT. AEPHFRERFRR. 58 MBINHF AR EARREERERIES &S,

AR UABRRE R R E B th 75 TR T 2 EERET AR~ N BRI R ER ™ mY
HiEd, AIRERERTE =ZFIINFFF BEBTRASEZANFANRBEXNIFA, TR
BUARRAZMAERRTREEZ S AR RZEMRR (TR . 2EFWEMRERNE=
BIFARAMEERRIE. BEFEERMX S,
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